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BBeneHue

Cunctema pesepBHOro KONMMpoBaHMSA M BOoCcCTaHOBNEHUS OaHHbiX RuBackup
(nanee — Cwuctema, CPK) — cucteMHOoe KIVEHT-CepBEpPHOE MPUIOXEHUE,
npenHasHa4yeHHoe 4Ns aBTOMaTU3MPOBAHHOMO BbIMOMHEHNS NPOLESYp Pe3epPBHOro
KOMMPOBAHUS LaHHbIX CEPBEPOB, BUPTYyasbHbIX MalwWH, 6a3 AaHHbIX U NPUIOXEHWIA
B UeHTpax 00paboTkM fOaHHbIX, a TakXe [N BOCCTAHOBMEHWS OaHHbIX W3
pPe3epBHbIX KOMWUA MO pacnucaHuio, 3anpocy Monb3oBatens waM CUCTEMHOro
agMuHucTparopa.

RuBackup sBnsietcsa MOWHbIM U TMOKUM CPEeACTBOM aBTOMATM3aUUM,
npeaHasHavyeHHbIM Ons 3awnTbl MHopMauMn LeHTpa 00paboTkn AaHHbIX U
KOpnopaTtuBHOM CETN NPeanpusaTus.

Mepen pasBepTblBAHMEM CUCTEMbl PE3EPBHOrO KOMMPOBAHWS B BalleM
LeHTpe 06paboTkn OaHHbIX HEOOXOOMMO MPOBECTV MNAHMPOBAHUE HEOOXOOMMBIX
pecypcoB, kKoTopble noTpebytoTcs ons ee pabotbl. CnemyeT yyecTb ONst KaKux
LaHHbIX TPebyeTcs BbINONHSATb PE3EPBHbIE KOMWW, KaK 4acTo, KakMe BPEMEHHbIE
OKHa [OOMnyCTUMbl ONsi NPOBENEHUSI onepauUnili Pe3epPBHOr0 KOMMPOBaHMS OaHHbIX,
Kakoe [OMyCTMMOe BPEeMsSi BOCCTAHOB/IEHMS OaHHbIX OOMXHO ObiTb B ClyYyae MX
yTpaTtbl N0 OCHOBHOMY MECTY XPaHEHWS M MHOTO OPYrX HIOaHCOB.

HacToswee pykoBoactBo onvchiBaeT 6a3oBbie Wwark yCTaHOBKM cepeepa U
K/MEHTa PEe3epBHOr0  KOMUPOBaHWA W MNPeOHA3HAYeHo O  CUCTEMHbIX
aMVHNCTPATOPOB, OTBEYAKOLMX 33 BHeapeHue 1 conpoBoxaeHne CPK.

MpuHumMnbl pabotel CPK 1 Bonpockl ee agMUHUCTPUPOBAHUS U3MOXEHbI B
nokymeHTe «RuBackup. PykoBoacTBo cnctemMHoro agMmHucTparTopas.
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Nepen yctaHoBKOM RuBackup

nO,,IJ.,,IJ.ep)KI/IBaeMbIe BepCn NCTOYHUKOB OaHHbIX

MnatdpopMbl BUpTYanusaumu:

* ISPsystem VMmanager 2023
+ [IK CB "bpect" 3.3

+ [IKCB "bpect" 3.2

« [IK CB "bpect" 3.1

+ [IKCB"bpect"2.12

+ PYCTOK 2021.2

* Aspoauck Anct 3.7

Mopnepxwneaemble Tvnbl xpaHunuu, MK CB "Bpect" n MeToabl nepenayn gaHHbIX:
Ceph (ceph), Filesystem (qcow2, shared), LVM (lvm_lvm), OCFS2.

MNMonnepxwneaemble Tvnbl XxpaHunuw, PYCTIK: OCFS2, NFS, NetApp-ISCSI.
Mopnepxwneaemble Tunbl XxpaHunuw, Aspoauck Auct: RDFS, NFS, ACFS.

Ba3bl paHHbIX:

Tantor Special Edition 15
* PostgreSQL 15

» PostgreSQL 14

* PostgreSQL 13

» PostgreSQL 12

* PostgreSQL 11

« Patroni 3.0

« Patroni 2.1

* Postgres Pro 15
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» Postgres Pro 14
* Postgres Pro 13
» Postgres Pro 12
» Postgres Pro 11

BusHec-npunoxeHus:

+ CommuniGate Pro 6.3
FreelPA 4.9
FreelPA 4.8
FreelPA 4.7

dannosble CUCTEMBbI U Op.:

Linux
 Ext4
+ Ext3
+ Ext2
« XFS
+ LVM2

CucremHbie TpeboBaHusA

B naHHOM pa3nene npefcTaBneHbl akTyanbHbIE CUCTEMHbIE TPEOOBAHNS ONS
BCEX KOMMOHEHTOB rpynnmpoBkn RuBackup, koHgurypaumoHHor 6asbl OaHHbIX
RuBackup, pOocTynHbIX Momynen pes3epBHOro kKonupoBaHus, MeHenxepa
agmuHuctpartopa RuBackup, a takxe gna ycraHosku "Bce B ogHom". [laHHbIV
pasgen OoKyMeHTa OOHOBNSETCS MO Mepe BbixOAa HOBbIX MOAOYNEN pe3epBHOro
KONMpoBaHus 1 [obaBneHns NoanepXkn OnepaumoHHbIX CUCTEM MyTEM BbiMycka
0bHOBNeHHbIX cbopok RuBackup. HactostenbHo pekomeHayeTcs cnemnoBatb
HUXEeyKasaHHbIM pekoMeHaaumam ans obecneveHns OOMXHOro OblCTPOAencTans
peLeHns.

YcraHoBkKka "Bce B ogHOM"

PasseptbiBaHne RuBackup B dhopmate "Bce B omHOM" noapasymesBaeT
YCTaHOBKY BCEX KOMMOHEHTOB rpynnupoekn RuBackup Ha ogHon dpmnanyeckoin mnm
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BUPTYanbHOA MawwuHe. [aHHbliA TUM YCTaHOBKM MOXET ObiTb UCMONb30BaH B
cnydyasx, korga HeobXxoamMMo NPOBECTU MUNOTHYHO SKCNNyaTaumio PyHKLMOHANbHbIX
BO3MOXHOCTEN peleHns unn Tpebyetcsa 3awmwarts Hebonbwmne 06beMbl OaHHbIX,
Hanpumep, Npyv  UCMNONb30BaHUW  ONS  AEMOHCTpauuMin  (PYHKLMOHASNbHbIX
BO3MOXHOCTE, B [OOMALHEM OKPYXEHWW, B "MecoyHuue” mnm B HeOONbLIOW
opraHusaumm.

[na vcnonb3osaHnsa RuBackup B NpoOyKTMBHbLIX OKPYXEHUSX CPeoHEro v
MPOMBIWNEHHOrO MacwTaba, a Takxe O NPOBEAEHMS Harpy304HbIX MCMbITAHWN,
pekoMeHayeTcs passopayvearb KOMIMOHEHTbI RuBackup, BK/IKOYas
KOHJpUrypaumoHHyto 6asy paHHbix RuBackup, Ha oTOenbHbIX MawuHax c
PEKOMEHOYEMOW  KOHurypaumen. ITO  MNO3BOAUT  OOCTMYb  MaKCUMasbHbIX
nokasaTtener MnpPoM3BOOMTENBHOCTM W  BbIMNOMHUTL PE3EepPBHOE  KOMMPOBaHME,
BOCCTaHOBNEHME W YOANEHHYIO PENIMKAUMIO OaHHbIX B KpaTyaniume CPoKW.

O6opynoBaHue:

Tabnuua 1 — ObopynosaHue

AnnapaTHbl KOMMOHEHT

3HaueHune

NMpumeyaHue

Mpoueccop

4 anpa

OnepaTtuBHas NnamsATb

ot4lb

B cnyyae ncnonb3oBaHns KNmMeHTa pe3epBHOro
KOMMPOBaHMS Ha MaWWHE C OCTalbHbIMU
komnoHeHTamn RuBackup, pacyeTt HeobxoamMmoro
KONMYECTBA onepaTrBHON NaMATy 415 onepaumi
KJIMeHTa PE3EPBHOrO KOMUPOBAHWS MPOBOAUTCSA
no goopmyne 13 pasgena " KnueHT pesepBHOro
KornupoBaHns".

JunckoBoe npocTpaHCTBO

4801B

Bes yyeta coBokynHOro oGbema XpaHuMbIx
pe3epBHbIX KOMWiA, B CNyYae Koraa XxpaHeHve
NPON3BOANTCS HEMOCPEACTBEHHO Ha
MegovacepBsepe.

OnepaunoHHble CUCTEMDI:

* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8

+ CentOS7
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e AltLinux 10

[MonHble cnNMCKM onepauMoHHbIX CUCTEM, MOOAEPXMBAEMbIX PA3NYHLIMM
KoMrnoHeHTamu, Takumm kak Cepeep RuBackup, Megunacepsep, a takxe KnmeHTt
PE3EpPBHOrO  KOMMPOBaHUS, MOryT ObiTb WKUPE, YEM YyKa3aHO B CMWCKE
ornepauroHHbIX CUCTEM )15 yCcTaHoBKM "Bce B ogHOoM". 115 nonyyYeHns netanbHowm
NHGopMaLUMM No MNoLOePXMBAEMbIM ONEpPauMOHHbIM CUCTEMaM [N5 KaXgoro u3
KOMMoHeHTOB rpynnuposkn RuBackup obpaTtntech K COOTBETCTBYIOWMM pa3aenam
HUXe.

Cnncok onepaumoHHbIX CUCTEM, NOAAEPXMBAEMbIX PA3TNYHBIMA MOLYNSIMM
pe3epBHOro KONMMPOBaHUS, MOXET OTINYATLCS OT CNMcKa OnepaLMoHHbIX CUCTEM
ons ycraHosku "Bce B omHOM". [lng nonyyveHns OetanbHOM MHpopmauun no
noonepXnBaembiM OMepaunoHHbIM  CUCTEMaM [N Kaxgoro w3  moaynen

PE3EPBHOIO  KOMMpOBaHWA obpatutecb Kk pasgeny "Mopynn pe3epBHOro
KonmpoBaHus".
Cepsep RuBackup
O6opynoBaHue:
PekomeHoyemass kKoHdpurypaums cepsepa RuBackup 3aBucut  OT

COBOKYMHOrO O0bbeMa XpaHWMbIX AaHHbIX. NS nnaHMpoBaHWMS KOHAOUrypaumm
cepBepa BOCMNONb3yNTechb Tabnuuen Hnxe.

AnnapaTtHbii KOMMOHEHT O6bem xpaHUMbIX MpumeyaHve
AaHHbIX
Mpoueccop 48 Tb 96 TB |144 TB |PexkomeHaoyemble mogenw: Intel

Xeon 4210, AMD EPYC 7000
nnm 6onee COBPEMEHHbIE

10 sep, 20 NOTOKOB (2 noToka
Ha 1 siopo unu Gonee)

OnepartuBHasi NnamsATb 128I'b | 256 'b | 256 I'b
duckoBoe TBepaoTenbHbINA RAID 1, 2 pucka no 480 I'b O6bEéM ONCKOBOro
NPoCTpaHCTBO | HaKonutenb (SSD) |kaxablii NpoCTpaHCTBa A5 YCTaHOBKM
ornepaunoHHON CUCTEMBI U
komnoHeHToB RuBackup, 3a
NCKIOYEHNEM
KOHJouUrypaumoHHoii 6asbi
baHHbIx RuBackup.
TeeppotenbHbin | 3.84 Tb * PekoMeHayeTcs B cnyyae
HakonuTenb, pasBepTbiBAHUS WHCTaHCa
MOAOKMHOYEHHbIN PostgreSQL ons

8
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yepes wuHy PCI KOHJoUrypaumoHHoii 6asbl
Express (NVMe JaHHbix RuBackup Ha Toi
SSD) xe MalvHe, roe
YCTaHOB/EH cepsep
RuBackup.

e Iwuckn NVMe SSD
MO3BONSIOT NOBbLICUTb
MPOV3BOANTENBHOCTb
onepauun B dounbTpe
Bnyma n CKOpPOCTb
06paboTky  AaHHbIX  npu
BbIMOMHEHUN  NPOLIECCOB
Lenynnukaumm.

+ 3.84 T6 npemycmaTpusatoT

noTeHunanbHbIN pocT
06beMoB obpabaTbiBaEMbIX
JaHHbIX.

« IOnsa obecneyeHuns
MakCuUMasibHOrO  YPOBHS
OTKa30yCTONYMBOCTM 7
6bICTPOAENCTBUSA npw
NPOMBbILLSIEHHOM
aKkcnayaraumm
peKoMeHOyeTCs

MCnonb30oBatb B Kadvyectse
KOHJpMrypaunoHHoi 6asbl
RuBackup cyb/L
PostgreSQL B
0TKa30yCTONYMBOW
KOHCbUrypaumm, Hanpumenp,
C NCMNOMb30BaHNEM
pelleHns Patroni,
pasBepPHYTOM Ha
OTAENbHOCTOSALLMX
MallmHax.

XKecTtkunn auck RAID 50, |RAID RAID *  Pekomenpyetcs B cnyyae

(HDD) nnu cpnaw- |12 50,12 |50, 12 aKTUBHOIO UCMONb30BaHMS
Hakonwutensb (flash |onckoe | ouckoB | AMCKOB MaLLMHbI C OCHOBHBIM

drive) no4Tb no8Tb noi2 CepBepOM B KayecTae
Kaxgblh | kaxabih | Tb
mMeaunacepsepa, ons

Kaxaplia

BO3MOXHOCTW paclUMpeHns
OMCKOBOro nNpocTpaHcTea
nog XpaHeHne pe3epBHbIX
KOMui.

* B cnyyae xpaHeHus
JaHHbIX Ha
onocpenoBaHHbIx CX I,
OAHHbIN KOMMOHEHT He
NCNoNb3yeTcs.

Cetb [lBa ceTeBblx agantepa ¢
MPONYCKHOM crocobHocTbio 10
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"6 kax b, ¢ 2 noptamm (dual
port)

OnepaumnoHHble CUCTEMDI:

* Astra Linux 1.7
* AstraLinux 1.6
* Ubuntu 20.04
* Ubuntu 18.04

e (CentOS 8
e (CentOS7
e AltLinux 10

Ba3sa paHHbIX RuBackup

O6opynosaHue:

Tabnnua 2 — ObopynoBaHue

AnnapaTrHbii KOMMOHEHT 3HauyeHue
Mpoueccop 4 aopa
OnepartvMBHasi NnamaTb 64 I'b
JunckoBoe NpoCcTpaHCTBO 3,84 TH

SSD).

Ins obecneyeHnst MakCManbHOrO YPOBHS OTKa30yCTONYMBOCTA U
ObICTPOAENCTBUS NPV NPOMBINIEHHOR 3KCNNyaTaummn, peKOMeHOyeTCst
MNCNoNb30BaTh B KAYECTBE KOHApMrypaumoHHoi 6a3bl RuBackup CYB[,
PostgreSQL B 0TKa30yCTOMYMBON KOHCPUIypaLMI C UCMONb30BAHMEM PELIEHNS
Patroni, pa3BepHyTOM Ha OTAENbHOCTOAWMX MALIMHAX, C COBOKYMHbLIM 06 BEMOM
Aamckosoro npoctpaHcTea 3.84 T, NOCTPOEHHOrO C NCMONb30BaHNEM
TBEPLOTENbHbIX HAKONUTENENn, nogknoYeHHbIx Yepes wuHy PCl Express (NVMe

10
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MopnepxuBaemble Bepcun CYB M, B kauecTBe 6a3bl aaHHbix RuBackup

* PostgreSQL 15
» PostgreSQL 14
* PostgreSQL 13
* PostgreSQL 12
* PostgreSQL 11
« Patroni 3.0

Menunacepsep

O6opynosaHue:

PekoMeHpoyemas KOH(urypaumsi megmacepsepa 3aBUCUT OT COBOKYMHOrO
obbema xpaHMMbIX OaHHbIX U CX0Xa C KoHdpurypauvein cepeepa RuBackup. Ons
pacyeTa KOHdMrypauum megmnacepeepa BOCrnonb3yinTech Tabnmuein HuUXe.

Tabnnua 3 — ObopynosaHue

AnnaparHblin KOMMOHEHT

O6Bbem xpaHUMbIX
DaHHbIX

MpumMeyaHue

48 Tb |96 Tb 144 Tb

Mpoueccop

10 agep, 20 NOTOKOB (2 noToka
Ha 1 a0po unm 6onee)

PekomeHayemble mogenu: Intel
Xeon 4210, AMD EPYC 7000
unn 6onee CoBpeMeHHbIE

Onepam BHasl NaMsATb

12876 | 2566 | 256 IB

dwuvckosoe TeeppoTtenbHbin |RAID 1, 2 oncka no 480 IN'b O6bEM AMCKOBOro NpocTpaHcTea
NMPOCTPaAHCTBO |HaKOMUTENb Kaxkgplia LNs yCTaHOBKM OnepauyoHHOM
(SSD) CMCTEMbI N KOMMOHEHTOB
RuBackup.
XecTtkuin auck RAID 50, |RAID 50, |RAID  [Insa BO3MOXHOCTU
(HDD) nnn 12 12 50,12 paclmnpeHmst OVCKOBOrO
cbnaLu- JANCKOB JNCKOB OnckoB npocTpaHcTea non
Hakonutenb no4Tb |no8TH |no12 XpaHeHue pe3epBHbIX
(flash drive) Kaxnabln |Kaxabih | Tb KOMWIA.
Kaxoplia

* B cnyyae xpaHeHns OaHHbIX
Ha onocpenoBaHHbIx CX[I,
JaHHbIA  KOMMOHEHT  He
ncnonb3yercs.

11
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Cetb

[Ba ceTeBbIx apanTepa c
MPOMYCKHOM cnocobHoCTbIO 10
"6 kax b, ¢ 2 noptamm (dual
port)

OﬂepaLl.VIOHHble CUCTeMbl:

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 7
CentOS 8

Alt Linux 10

KnuneHt pe3epBHOro KonnposaHus

O6opynoBaHue:

Mpoueccop
1 anpo
OnepatusHas namsaThb

Ob6bem onepatuBHON namsatn (B Gaittax) ons ogHoro obpabartbiBaemMoro

pecypca paccunTLIBAETCA Mo Creaytollein qopmyrne:

OnepatvBHas namatb Ons ogHOro pecypca B bawntax = (1073741824 +
Paamep pecypca B baittax / Pasmep 6noka B 6aritax * (150 + InunHa kntoya
xew-cpyHkuun B 6aintax * 0.375))

Lns nepeeoga 3Ha4yeHUs B rurabaiTtbl pa3nenute NonyYnBLLEECS YNCTO Ha
1073741842.

IOns pacyeta 0OWEro KonM4yecTBa OMepaTvBHON MaMsTU ONs KAMEHTa
PE3epPBHOIO KOMMPOBaHMS HEOBXOOMMO CMNOXMWTb MOMYYMBLIMECS 3HAYEHUS
onepaTuBHON MamaT Ofs BCEX 3aday [PEe3epBHOr0  KOMMPOBaHWS,
BbIMNONHSEMbIX €IMHOBPEMEHHO.

12
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OnepatvBHas namsAtb na knneHta = OnepatmBHas namatb ANS pecypca
Ne1 + OnepatmsHas namsatb ans pecypca Ne2 + ... + OnepaTtmBHas namsitb
ans pecypca NeN

Ona nyna tvna "Block device" paamepa 6noka mMoxet ObiTb 3agaH npwu
cos3gaHun nyna. 3HadyeHmeM no ymonyanuio sasngetrca 131072 B. Ons
nonyyeHns 6onee nomopobHOM WMHGpoOpMaumMM MO  HACTPOWKE MynoB
obpatutecb Kk cekumm "Tlynbl" paspena "Xpanunumwa" PykoBopactsa
cucteMHoro agmuHucTparopa RuBackup.

Onsa nynos tmnoB "File system”, "Tape library", "Cloud" pasmep 6noka
ABNSEeTCH PUKCMPOBaHHBIM 1 paBeH 16384 b.

[ns BCcex TMMNOB NyNoB O/MHA K/KoYa XELW-CPYHKLMN 3aBUCUT OT BbIOpaHHOM
Xew-pyHKUMM B HAcTporikax nyna. Hanpumep, ons xew-cpyHkummn SHA1
nnvHa kntoya coctasensiet 20 b.

JAduckoBoe NpocTpaHCTBO

+ Ons pe3epBHOro KONMpoBaHus: 06bem cBOOOAHOrO AMCKOBOrO
NPOCTPaHCTBa OONMXEH OblTb HE MeHee 2% OT COBOKYMHOro 06bema OaHHbIX,
pPEe3epPBHOE KOMMPOBAHMNE KOTOPbIX OCYLWECTBSIETCS € OMHOBPEMEHHO.

« Ins BOCCTaHOBNEHUSI AaHHbIX: 06beM CBOOOOHOIO AVCKOBOroO
npocTpaHcTBa  LOMXKEeH OblTb He MeHee COBOKYNMHOro obbema
€IMHOBPEMEHHO BOCCTAHABMMBAEMbIX LAHHbIX C MCMONb30BAHWEM OAHHOMO
KNMeHTa.

OnepaunoHHbIe CUCTEMbI:

* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04

« CentOS 8
e CentOS7
e AltLinux 10

13
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Moaynu pe3epBHOro KONMpPoBaHUS

OﬂepaLl.VIOHHble CUCTEMbI:

Mnardoopmbl BUpTYyanusauum

Mogynb ons ISPsystem VMmanager
+ CentOS 8
+ CentOS7
* AltLinux 10

Mogynu ana NK CB "Bpect”
* Astra Linux 1.7
* AstraLinux 1.6

Mogynb ons PYCT3OK
* Astra Linux 1.7
* AstraLinux 1.6
* Ubuntu 20.04
* Ubuntu 18.04

Moaynb ons Aspogmck Anct
* Astra Linux 1.7
* AstraLinux 1.6
* Ubuntu 20.04
* Ubuntu 18.04

Ba3bl gaHHbIX

Mogynb ans PostgreSQL n Patroni (Universal)

e Astra Linux 1.7

14
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* AstraLinux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8

+ CentOS7

* AltLinux 10

Mogoynb ons PostgreSQL (pe3epBHOE KOMMpPOBaHME W BOCCTAHOBNEHME
VHAMBMAYaNnbHbIX 623 AaHHbIX 1 Tabnuu)

* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8

+ CentOS7

* AltLinux 10

Mogynb ons Postgres Pro
* Astra Linux 1.7
* AstraLinux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8
+ CentOS7
* AltLinux 10

BMSHGC-HPMHO)KGHVISI

Mogynb onsg CommuniGate Pro
* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04

15
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Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10

Moaynb ons FreelPA
* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8
+ CentOS7
* AltLinux 10

dannosble cUCTeMbl U ap.
Mogaynb pannoBbix cuctem Linux (BXOAMT B COCTaB K/MEHTA PEe3epBHOro

KOMMpOoBaHNs)

* Astra Linux 1.7

* AstraLinux 1.6

» Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* AltLinux 10

Mogaynb ons LVM (BxoouT B COCTaB KMeHTa pe3epBHOro KOMMpOoBaHWS)
* Astra Linux 1.7
* Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04
+ CentOS 8
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e CentOS7
e AltLinux10

MeHepxep agmnHuctparopa RuBackup

O6opynosaHue:

Tabnnua 4 — ObopynoBaHne

AnnapaTtHbin KOMMOHEHT 3HauyeHue
Mpoueccop 4 aopa
OnepaTtvuBHas NnamaTb 4TB
JduckoBoe NpPOCTpaHCTBO 30IB

OﬂepaLl.VIOHHble CUCTEMbI:

* Astra Linux 1.7
» Astra Linux 1.6
* Ubuntu 20.04
* Ubuntu 18.04

« (CentOS 8
e CentOS7
e AltLinux 10

CeTeBble NOPThI

BeszonacHoe coeanHeHne komnoHeHToB CPK RuBackup u  obwmeH
nHGopMaumen Mexay HAMW - nogpasymeBaeT  TEXHUYECKYIO  BO3MOXHOCTb
KOMMyHvKaumm no cetu. lNepen ycTaHOBKOM npomdykTa Heobxoaumo obecneynTb
B3anMoencTene kKomnoHeHToB CPK nyTeM OTKpbITUS COOTBETCTBYIOWMX MOPTOB
ONS  BXOOAWEro W MUCXOOsWero Tpaduvka Mexay cepeepaMu, Ha KOTOPbIX
yCTaHoBneHbl KOMMoHeHTbl CPK.

B Ttabnmue 5 npencrtaeneHbl komrnoHeHTbl CPK RuBackup, koTopble
NPVHUMAIOT BXOASWMNE COeANHEHNS MO YKa3aHHbIM MopTam 1 NpoToKONam

Tabnuua 5 — CeTeBble NOPTHI

KoMnoHeHT Llenesoin | lNportokon| [loprt OnucaHune
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oT Ao cepBuc
) YnpasneHune onepaunsamm
) rubackup-cmd TCP 9991 Ha MENACEpBEpe
OcHosHoii cepeep |  Menuacepsep
rubackup- TCP 9993 YnpasneHue onepaumnsamm
media C JaHHbIMK
Basa naHHbIx CoxpaHeHue
. RuBackup Ha - KOHpUrypaLmoHHOR 1
OcHoBsHol1 cepsep OTICNbHOCTOAWGH postgresql TCP 5432 onepaTvBHOM
malvHe MHCbopmaLmn
ObecneyeHne
rubackup-cmd TCcP 9991 0TKa30yCTONYMBOCTM
PeaepsHbi | ocyopHoi cepeep MNepenaya naHHbIX MeXay
cepsep rubackup- TCP 9993 mMegmacepsepamm B
media cocTaBe OCHOBHOMO U
pe3epBHOro CepBepoB
Basa naHHbIX CoxpaHeHue
PesepBHbIn RuBackup Ha KOHCpUrypaLmoHHOR 1
cepsep” oTAeNbHOCTOsIWEN postgresal TGP 5432 ornepaTtv1BHOMN
mawvHe MHbopmaLmn
Megomnacepsep Menovacepsep rubackup- TCP 9993 Mepenaya oaHHbIX MEXOY
media megmacepsepamu
) YnpasneHune onepaunsamm
o ) rubackup-cmd TCP 9991 HA MEIACEPBEPE
Menmacepsep ©3EpBHBIN
cepsep” rubackup- YnpasneHue onepaumsimm
Basa naHHbIx CoxpaHeHue
RuBackup Ha o KOHOPUrypaLMOHHOA 1
Menvacepsep oTOenbHOCTOosILEN postgresq| TCP 5432 onepaTvBHOW
MaLvHe nHcbopmMaLun
KnueHt YnpasneHve onepaumsmm
pes3epBHOro OcHoBHol cepsep | rubackup-cmd TCP 9991 Ha K/IMEeHTe pe3epBHOro
KONMpoBaHWs KOMMpoBaHWs
KnueHt ) Mepenaya naHHbIX Mexay
pesepsHoro | Meanacepeep ru?qe;cdl?eulp TCP 9993 MemacepBepoM 1
KonnpoBaHu4 KNNEeHTOM
YnpasneHune onepaunsamm
K rubackup-cmd TCP 9991 Ha KNUeHTe pe3epBHOro
NINEHT . KONMpOBaHWs
PE3EPBHOIO PizegZHEM P
KOMMpOoBaHWs PBEP rubackup- Mepenaya naHHbIX Mexay
media TCP 9993 MeamnacepBepPOM n
KNMEHTOM
KoMnoHeHT Y
Leneson Mpotokon | MopTt OnucaHue
oT oo cepBuc
Otnpageka 3anpocoB Ha
RuBackup OcHoBsHol cepeep | rubackup-rbm TCP 9995 cepsep U nonyyeHne
REST API
MHpopMaLmn
RuBackup Ba3za paHHbIx postgresql TCP 5432** | MNony4eHune nHgopmauum
REST API*** RuBackup Ha 13 6a3bl AaHHbIX
OTOeNbHOCTOSIEN
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MaLvHe
o OTnpaBka 3anpocoB Ha
RuBackup Pe3sepBHbiii
* rubackup-rom TCP 9995 cepsep 1 nonyyeHue
REST AP cepsep P pMHgo opH az’w
MeHenxep Basa naHHbIX CoxpaHeHue
RuBackup (RBM) RuBackup Ha ok KOHpUrypaLmoHHOR 1
Ha OTOAENbHO | OTAENbHOCTOAIEN postgresq| TCP 5432 ornepaTt1BHOM
CTOSILLE MallHe MalimHe nHcbopmMaLmn
MeHenxep
RuBackup (RBM) o YnpasneHve onepaumsmm
HA OTIEMbHO OcHosHoW cepaep | rubackup-rbm TCP 9995 RuBackup
CToSILEN MaWnHe
MeHenxep
RuBackup (RBM) Pe3sepBHbiii ) YnpasneHune onepaumnsamm
Ha oTOeNbHO cepsep” rubackup-rbm TCP 9995 RuBackup
cTosiLen MawmHe
KnueHr,
nochbliaoLWwmn YnpasneHue onepaumnsamu
3anpoc Yyepe3 | OcHoBHoI cepBep | rubackup-api HTTPS 443**** | RuBackup 4epe3 REST
Rubackup API
REST API
KnneHr,
nocbinaroLmnin Pe3eDBHbI YnpasneHune onepaumnsamm
3anpoc yepes ce ge " rubackup-api HTTPS 4435 RuBackup yepe3 REST
Rubackup PBEP API
REST API

* Mpw Hann4mn pesepBHOro cepaepa.

** Ecnn 6asa OaHHbIX CKOHGOUIyprpoBaHa C WUCMONb30BAHMEM HECTaHAapTHOro
nopTa, TO ANs NOAKMOYEHUS K Heli npoaykTa RuBackup nopTt MOXeT ObiTb M3MEHEH
BPYYHYIO B KOHGUrypaumoHHoM dpaiine /opt/rubackup/etc/config.file.

*** Ecnm 6a3a faHHbIX MCMONb3yeT HECTaHOAPTHLIN MOPT, TO AN NOOKIOYEHNS K
Het RuBackup REST APl nopT MOXHO MOMEHSATb BPYYHYHO B KOHCUIypaumoHHOM

daiine /opt/rubackup/etc/rubackup_api.conf

**** ECnn HeobX0AUMO NCMONb30BaTbh HECTAHAAPTHbIA NOPT ANS NOAKMOYEHNS
kK RuBackup REST API, ero MOXHO NOMEHSTb BPY4HYIO B KOHCOUIypaLIMOHHOM chaiine
/opt/rubackup/etc/rubackup_api.conf.
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OcobeHHOCTU YyCTaHOBKM NakeToB B Linux

OuncTtpunbytnebl cepeepa u knmeHta RuBackup MoryT noctaBnstbCcs B BUIE
deb n rpm-naketoB. Ons pasHbix AMCTPUOYTUBOB Linux, MO MPUYMHE WX OTANYMIA
Opyr OT apyra, NpeayCcMOTPEHbI cneumanbHO NoarotoBneHHble naketbl RuBackup.

Mepen yCTAaHOBKOW KJ/IMEHTCKOrO W CEPBEPHOr0 MakeToB HeobxoamMo
yCTaHoBWTb nakeT rubackup-common Heo6xoauMoi BepcwK, NMOAXOASAWWA ONs
Bawero anctpmbyTtmea Linux. Hanpumep:

$ sudo dpkg -i rubackup-common_2.0.0-1_amdé64.deb
nn
$ sudo dpkg -i rubackup-common-2.0.0-1.el7.x86_64.rpm

MNepeyeHb KMMEHTCKUX W CEPBEPHbIX MNakeToB, YCTaHABNMBAEMbIX B
pasfNYHbIX  OMepauMoHHbIX CUCTeMax, MpPencTaBleH B NPUIOXeHUM (CM.
[MpunoxeHue A).

B 3aBucmMMoCT OT Tvna UCMNOMb3yeMOro nNakeTHoOro MeHenxepa B Bawem
anctpmbytmee Linux, npouedypa yYCTAHOBKM W yOaneHWs MNakeToB MOXET
ncnonb3osatb komaHabl dpkg, rpm, apt, yum u np. B HacTosiwem pykoBoactee
npoLenypbl YCTAHOBKM ONMUCaHbl AN NakeTHOro MeHeaXxepa, KOTopbivi onepvpyeT
naketamn deb. Hanpumep, npouenypa ycTaHOBKM nakeTta knveHTa RuBackup
BbIFNSIANUT CneayowmM 06pa3om:

$ sudo dpkg -i rubackup-client_2.0.0-1 amdé64.deb

Ona yctaHoBkn knueHta RuBackup B OC C nakeTHbiM MeHeaXepow,
KOTOPbI OornepupyeT rpm-naketamu, BMECTO BbllleyKa3aHHOW KOMaHObl cnemyet
BbIMONIHUTb KOMaHAYy:

$ sudo rpm -i rubackup-client-2.0.0-1.el8.x86_64.rpm

[Mpouenypbl yoaneHWs NakeToB B HACTOSWEM PYKOBOACTBE OMUCaHbl ANs
NakeTHOro MeHeoxepa, KOTOpbIi onepupyeT naketamu deb. Hanpumep,
npoueanypa ynaneHns nakera knveHta RuBackup Beirnsamt cnegytowmm obpasom:
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$ sudo apt remove rubackup-client

Onsa yoaneHus knueHta RuBackup B onepauvoHHON cucteme ¢ nakeTHbiM
MEHeLXepoM, KOTOpbIA OnepupyeT rpm-naketamy, BMECTO BblleyKa3aHHOW
KOMaHbl CnefyeT BbiMOMHUTD:

$ sudo yum remove rubackup-client
Nubo:
$ sudo rpm -e rubackup-client

HekoTopble onepaunoHHble cUCTEMbI, Takme kak Alt Linux, mcnonbaytor
NMakeTHYK CMCTEMY rpm, HO BMECTO Yum mcnonb3ytoT apt. Nepen ycTaHOBKOW mnu
ynaneHvem naketoB RuBackup cnepyeT yTouHUTb, Kakme KOMaHObl HEOHX0AMMO
1cnonb30BaTh 4514 Bawero gucTpubytmea Linux.
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MacTtep-knioy

B xome HacTpoiikm Oygoetr co3gmaH  MacTep-kalod  OnS  3alMTHOro
npeobpas3oBaHNst Pe3epPBHbIX KOMWIA U KMYX ONS 9NEKTPOHHOW MOAMNMCKU, €Cnun
npeanonaraeTcs UCNoNb30BaTh 3/IEKTPOHHYHO MNOAMUCH.

BHumaHue! lpu notepe knoya Bbl He CMOXeTe BOCCTaHOBMUTb
OaHHble U3 pe3epBHOWM KOMWUWU, ecnu nocnepHas 6bina npeobpasoBaHa C
MOMOLLLbIO 3aLLLUTHbIX aNrOPUTMOB.

BaxHo! Knioun pekomeHpyeTcsi nocne co3gaHuUsi CKONMMpoBaTb Ha
BHELLUHMI HOCUTENb, a TaKXe pacneyartatb 6yMaxHyto Konuio u ybparb eé B
HagexHoe MecTo.

MacTtep-kmiod4  pekoMeHOyeTcs  pacnedararb  Mpu  MOMOWW  YTUAATHI
hexdump, Tak kak oHa MOXeT cofepxaTb HeoTobpaxaemble Ha SKpaHe CUMBOJIbI.
Hanpumep:

$ hexdump/opt/rubackup/keys/master-key
0000000 79d1 4749 7335 €387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 €183 1528 a343
0000020

BaxHo! CekpeTHbI K04 He06X0AMMO XpaHUTb B MecTe, AOCTYMHOM
TONbKO TEeM, KTO AO0NMXEeH WMeTb BO3MOXHOCTb MpPoM3BecTu obparHoe
npeobpasoBaHue cpamnna. Moteps knoya penaet HEBO3MOXHbIM obpaTHoe
npeobpa3oBaHue cpanna.
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YcTtaHoBKa knmeHTa RuBackup

NMogrotoBka K yCTaHOBKE KJIMeHTa

Mepen yctaHoBkol knueHta RuBackup Heo6x0OMMO MPOBECTU HACTPOIAKY,
OM1CaHHyYIo B 3TOM paspene

BHumaHue! Mepen yctaHOBKOW ybemnutecb, YTO ceTeBOe UMS y3na
otnuyaertcs ot «localhost».

Maketbl pns OC 6e3 rpacdhuueckon 060104KMu

Ecnn Bbl ycTaHaBnvBaeTe knmeHT RuBackup Ha OC 6e3 rpadonyeckol
000onoYkK, TO [ONs BO3MOXHOCTU WMCMonb3oBaTb MeHeoxep aaMMHUCTpaTopa
RuBackup (RBM) HeobxooMMo yCTaHOBUTL CneaytoLme nakeTbl:

$ sudo apt install libgll-mesa-dev

$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

$ sudo apt install libqt5gqui5

B 3aBucumoctn ot ncnonbdyemoin OC, KpoMe yka3aHHbIX Bbille BaM MOryT
notpeboBaTbCs OOMONHUTENbHbIE MNakeTbl. Mpu HeobxoammocTn, obpatutecb B
cnyx0y TexHudeckoin noppepxkum RuBackup no amgpecy 3neKkTPOHHOW MOoYTh
support@rubackup.ru.

UHcTannauua knueHTta RuBackup

Ona wHctanngaumm knneHta RuBackup cnegyer BbINONHWUTH cnegyrowme
OencTBus:

1 Hactpoiite cnepylowme nepeMeHHble cpenbl Ans  nonb3oBaTtens  root
(Heobxoaoumo ob6aBuTb Cnepytowme CTPokK B dpaiin /root/.bashrc):
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PATH=$PATH:/opt/rubackup/bin

LD LIBRARY_PATH=$LD LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

ST NnepeMeHHble TakXe MOXHO onpenenvTb B goaine /etc/environment.
2 AsTOpM3yinTECH MNOA NONB30BATENEM rOOt:
$ sudo -i

3 [lMepesarpy3nTe NepeMeHHbIE OKPYXEHWs, Haxoascb B katanore /root/ (ons
atoro BbinonHute cd /root):

# . .bashrc

4 YcraHosute naket rubackup-common. Npumep:

$ sudo dpkg -1 rubackup-common 2.0.0-1 amd64.deb
5 YcraHosute naket rubackup-client. [Npumep:

$ sudo dpkg -i rubackup-client_2.0.0-1_amdé64.deb

VM5t chaiina nakeTta MOXeT OTINYATLCS B 3aBUCMMOCTM OT COOPKU.

Mpwn yctaHoeke knmeHTa RuBackup B OC Astra Linux SE 1.6 n Astra Linux
SE 1.7 C aKTMBMPOBAHHbIM PEXUMOM 3alMTHOM MPOrpaMMHON cpefdpl, nocne
ycTaHoBku naketa rubackup-client cnegyer:

1. [lobasuTb B chainn /etc/digsig/digsig_initramfs.conf cTpoku:

DIGSIG_ENFORCE=1
DIGSIG_LOAD KEYS=1
2. BbinonHutb kKOMaHAy:

$ sudo update-initramfs -u -k all
3. Mepeszarpy3nTb onepaunoHHy0 CUCTEMY:

$ sudo init 6

Hactponka knueHta RuBackup

BHumaHune! Ecnu Bbl 6ypeTte ycraHaBnuBaTb He TONIbKO K/IMEHT, HO U
cepsep RuBackup, TO nocne ycraHoBku naketa rubackup-client
nepexoguTte K pasgeny «YcraHoBka cepsepa RuBackup».

BHumaHue! Ons Bcex cepsepoB RuBackup [onXHO 6bITb HACTPOEHO
KOppeKTHoe pa3spewieHne umeH. Ecnu knueHT RuBackup He cMoxeTt
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onpepnenutb IP-agpec no umeHn cepsepa, TO OH NPeKpPaTUT CBOK pabory.
Ucnonb3ynte KoppekTHblie HacTponku DNS unu cpanna /etc/hosts.

[MepBoHayanbHas HacTtpoka knmeHta RuBackup ocywectensetrca ¢
MOMOLLbIO MHTEPaKTUBHOW yTUANTBI rb_init. [1ns HACTPOMKKW BbINONHUTE crnegyolwme
DenCcTBUS:

1. Banyctute rb_init (ot nonb3oBatens root).
# rb_init
root@rb-client0l:~# rb init
RuBackup initialization utility
Copyright 2018-2022: LLC "RUBACKUP"
WcknwountenoHole npasa npuHapnexat 000 "PYBIKAN"

Author is Andrey Kuznetsov
Version: 2.0 Build: 0O

2. an/IMI/ITe NNUEH3NOHHOE cornawleHne. [1ns atoro HaxmuTe Knasmuy'y.

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/qluit])y

RuBackup client configuration...
Choose client mode: client-server or autonomous (c/a)?

3. Bbilbepute cueHapuii  KOHCPUIYpUPOBAHUS  KNMEHTA:  KMEHT-CEPBEpP  WNu
aBTOHOMHbIV. [1n5 BbIbopa CBSA3KU KIIMEHT-CEPBEP BBEAMUTE C.

Choose client mode: client-server or autonomous (c/a)?c
RuBackupc client configuration: client-server mode

4. Ykaxute agpec ocHoBHoro (primary) cepsepa CPK:
Hostname of primary server: rb-primary
5. Ecnn B KOHGourypauum nopapasyMeBaeTcs pes3epBHblil (secondary) cepsep, TO
BblbepUTE 3Ty BO3MOXHOCTb:

Will you use secondary server (y/n)?

6. YKaxuTe nuMsl pe3epBHOro cepsepa:

Hostname of secondary server: rb-secondary

7. Ykaxute ID ceteBoro nHtepgoenca, nocpenctsoM Kotoporo knmeHty RuBackup
paspeLleHo B3aMMogencTsoBaTb C CUCTEMOW Pe3epBHOro KONMpoBaHus:

Possible interfaces for RuBackup client communication:
lo [0]
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enpl8 [1]

Choose client net interface ID for use: 1
Selected interface: enpl8

Do you allow centralized recovery (y/n)?

8. Ykaxute, MoxHO nu Oymetr agmuHuctpatopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KOMUK, COENaHHbIe O/ AAHHOrO KNMEHTa:

Do you allow centralized recovery (y/n)? y

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?

9. YkaxwuTe, 6y,ﬂ,eT nn ncnonb3oBaTbCA HEMpepbiBHAA yOaneHHasa pennnkaunsa Ha
9TOM KNMNEHTE:

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y

10. Ykaxute nokanbHblA KaTtanor QN8 BPEMEHHOr0 XpaHeHns dannos
C MeTaZaHHbIMUY, CO34aBaeMbIX MPY onepaumsx Pe3epBHOro KONMpPoBaHUS:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?

11. MNonTteepante cosnaHune katanora Ans BpeMeHHbIX (pannos:

Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

12. Ykaxute xoTute nv Bbl CO3AATb KIHOUM 3NEKTPOHHO LIMCPPOBOIA NOAMUCH:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

13. Ykaxunte BO3MOXHOCTb MOAKOYEHNSI CUCTEMDI MOHUTOPWHIa:

Do you want to enable system monitoring of this
client (y/n)?y

MpumeyaHue: NOPAOOK YCTAaHOBKM aBTOHOMHOrO pexXxuma pabortbl
KNIMeHTa npuBeneH B OOKYMeHTe «ABTOHOMHbIA peXum paboTbl KINeHTa
Rubackup».
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Mo okoH4aHum paboTbl rb_init knneHT Gymet ckoHdwurypuposaH. lMocne
3TOro Heobxooumo [n06aBMTL MNonb3oBatenst B rpynny rubackup w 3anyctuTb
KNMWEHTCKUA npouecc (CM. pasgenbl «HacTtpoiika nonb3oBatener Ha KaMEHTe
RuBackup» n «Hactpoiika 3anycka knneHta RuBackup»).

Takxe Heobxoommo aBTopu3oBatb knneHta B CPK. 910 MoxeT cpoenatb
cuctemHbIi agmmHncTpatop RuBackup npu nomowm MeHenxepa agmmHucTpaTopa
RuBackup (RBM) nnbo ytmunnt komaHaHon cTpoku. Mpouecc aBTopnsaumm KnmeHTa
OnmMcaH B fOKyMeHTe «PykoBOACTBO CUCTEMHOrO agMuHucTparopa RuBackup».

HacTtpouka nonb3oBaTteneun Ha knueHte RuBackup

Monb3oBarenn, OT MMEHW KOTOopbiX OydeT OCylWeCTBASATbCA 3anycK yTUauT
komaHgHon cTpokn RuBackup n MeHenxepa knneHta RuBackup (RBC), oonxHbl
MUMETb NPaBU/IbHO HACTPOEHHbIE NEPEMEHHbBIE CPebI.

Npynna rubackup cospmaércs  ymnuton  rb_init B npouecce
nepBoHaYasibHOM HACTPOWNKMU.

Yrtobbl HacTpouTb Nonb3oBaTenst Ans BO3MOXHocTM pabotbl ¢ RuBackup,
BbINO/IHUTE Criefytolme NeicTBus:

1. [lobaBbTe nonb3oBatens B rpynny rubackup npy nomowwm koMaHapl:

$ sudo usermod -a -G rubackup nosb3oBaTesnb

MNMocne pobaBneHns Nonb3oBaTens B rpynny BBEAUTE KOMaHAy S
rubackup.

2. HacTpoiite ana nonb3oBatensi cnepylowme nepeMeHHble cpenbl (nobaBbTte
cnenywowme CTpokn B doanin /home/rnosib3oBaTtesib/.bashrc):

PATH=$PATH:/opt/rubackup/bin

LD LIBRARY PATH=$LD LIBRARY_ PATH:/opt/rubackup/lib
export PATH

export LD _LIBRARY PATH

3. [Nepesarpy3nTte nepemMeHHbIe OKPYXEeHUS:
$ . .bashrc

BaxHo! T.k. kKoMaHOa ncnonb3yeTcs ANA KOHKpeTHoro channa, eé
He06X0AUMO BbIMONHATbD U3 AUPEKTOPUN, FOe PacrnoioXeH 3ToT
cpann, nnbo ykasarb NONHbIN NYTb A0 channa.

4. HacTpoeHHbIi Takum 00pa3oM Monb3oBaTeflb CMOXET 3anyckaTb YTWIUTHI
KOMaHIHOWM CTPOKW 1 rpadondeckunin MeHeoxep knneHta RuBackup.
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Hactponka 3anycka knueHta RuBackup

B tom cny4ae, ecnu nnaHnpyetcs TectuposaHne RuBackup, pekomeHoyetcs
3anyckaTtb knmeHT RuBackup B TEpMUHANBHOM pPeXMMe C MOMOLLbIO KOMaHbl:

# rubackup_client start

OctaHoBUTb KNMeHT RuBackup MOXHO C MOMOLLbIO KOMaHb!:

# rubackup_client stop

Lna wratHon akcnnyatauum pekomeHayetcs 3anyckatb knmeHT RuBackup
Kak cepsuc. [1ns 3TOro BbINONHUTE cnenyowme OeicTeums:

1. Bkntounte cepsuc knueHta RuBackup:
$ sudo systemctl enable \

/opt/rubackup/etc/systemd/system/rubackup client.servic
e

2. MNepezarpyaunte systemctl:

$ sudo systemctl daemon-reload
3. 3anyctute cepsuc rubackup_client:
$ sudo systemctl start rubackup_client

YTO4HUTL cTatyc knneHta RuBackup MOXHO npy NOMOLWM KOMaHab!:
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$ sudo systemctl status rubackup_client
@ rubackup_client.service - RuBackup client

Loaded: loaded (/etc/systemd/system/rubackup_client.service;
enabled; vendor preset: enabled)

Active: active (running) since Fri 2022-04-15 09:45:34 MSK; 3 days
ago
Process: 3234 ExecStart=/opt/rubackup/bin/rubackup client start
(code=exited, status=0/SUCCESS)
Main PID: 3237 (rubackup_client)
Tasks: 2 (limit: 4628)
Memory: 173.9M
CGroup: /system.slice/rubackup_client.service
L-3237 /opt/rubackup/bin/rubackup_client start

anp 15 12:49:12 ubuntu rubackup_client[3237]: Create digital
sighature for /rubackup-tmp/ubuntu_TaskID_>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Execute OS

command: /usr/bin/openssl dgst -sign /opt/ruba>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Create digital
signature for /rubackup-tmp/ubuntu_TaskID_>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Digital signatures were
transfered successfully for task >

anp 15 12:49:12 ubuntu rubackup_client[3237]: Remove obsoleted file:
/rubackup-tmp/ubuntu_TaskiD_1 NORu>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Remove obsoleted file:
/rubackup-tmp/ubuntu_TaskiD_1 NORu>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Remove obsoleted
signhature file: /rubackup-tmp/ubuntu_Tas>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Remove obsoleted
signature file: /rubackup-tmp/ubuntu_Tas>

anp 15 12:49:12 ubuntu rubackup_client[3237]: Set status for task ID:
1 from: Transmission to: Done

anp 15 12:49:12 ubuntu rubackup_client[3237]: Task was done. ID: 1
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YcTtaHoBKa cepBepa RuBackup

OT0T pasgen onucbiBaeT MOArOTOBKY, MHCTANNALMIO U HACTPOKY cepsepa
RuBackup.

MoproroBka K ycTaHOBKe cepBepa

Mepen yctaHoBkoi cepBepa RuBackup monxeH ObiTb YCTaHOBMEH KIMEHT
RuBackup (cM. pasgen «YcraHoBka knveHTa RuBackup»).
Heob6xoaouMble nakeTbl

Mepen yctaHoBkoi cepepa RuBackup Heobxoaumo, 4Tobbl B cucteme bbinm
yCTaHOB/IEHbI CNeaytolmne NakeTbl.

HasBaHue nakera dYyHKLUN

mailutils (vnn bsd-mailx) YTUnnTbl 9NEKTPOHHOM NOYThI

libcurl4 (BoamoxHo libcurl3 | Bubnuoteka curl
B 3aBucumocTtu ot OC)

libqt5sql5-psql Heobxonmm ons OC AstraLlinux

BHumaHue! Ha3BaHus nakeToB MOryT oTaM4yaTbCcsl B 3aBUCUMOCTU OT
AucTpubytmea Linux.

Y106kl cctema yBenomneHuin RuBackup paboTana koppekTHo, Heob6xoanmMo
HacTpouTb OTMNPaBKy 3NEeKTPOHHOW Mno4Tbl ¢ cepeBepa RuBackup. Lna otnpasku
3NeKTPOHHOM noyTbl cepep RuBackup ncnonbayet ytnnnty /usr/bin/mail.

Mpn nCNonb30BaHUM NEHTOYHOW OMONMOTEKM C CEPBEPOM PE3EPBHOrO
KOMMPOBaHWUS, HACTPOWKY CM. B pykoBoACTBe «PaboTta ¢ NeHTO4YHON 61bnmoTekoii».
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MNakeTtbl ans OC 6e3 rpachuueckom 060104Kn

Ecnn Bbl yctaHaBnmneaete cepep RuBackup Ha OC 6e3 rpadomnyeckon
obonouykmn, TO, 4TOOBLI Mcnonb3oBatb MeHenxep agmuHucTpatopa RuBackup
(RBM), yctaHoBMTE cregytoLme nakeTbi:

$ sudo apt install libgll-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

HacTtpomnka CYB L, PostgreSQL

MeTtanaHHble pe3epBHbIX KONUIA U KOHCPMIrypaLMOHHbIE NapaMeTpbl CUCTEMBI
pesepBHOro konuvposaHus RuBackup xpaHatcs B CYBJL PostgreSQL. CYB.,
MOXET pacnonaratbCs Ha OCHOBHOM CepBepe pe3epBHOro konmposaHusa RuBackup
VN Ha OPYroM y3ne Ballen ceTu.

BHumaHue! Kpome naketa postgresql HeobxoamMmo ycTaHOBUTH nakeTt
postgresql-contrib.

Jlns aT0ro BbINONHUTE:

$ sudo apt install postgresql-contrib

Mpwn yctaHoBke cepBepa PostgreSQL B OC Astra Linux SE 1.6
HeobxoaMMo yCTaHOBUTb nakeT postgresql-contrib-9.6!

Mepen ycrtaHoBkon cepBepa RuBackup B KOHUrypauuoHHbIA chain
pg_hba.conf Heobxoonmo no6aBUTb BO3MOXHOCTb momkntoveHns Kk CYBL, ons
BCEX CepBepoB, koTopble OymyT BXoAWTb B CepBepHyto rpynnuposky RuBackup.
Hanpumep:

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all md5

# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/24 md5
host all all 192.168.0.51/24 md5
host all all 192.168.0.52/24 md5
host all all 192.168.0.53/24 md5

Mpw aTOM MOXHO ocTaBuTb CTpoky local all postgres peer.
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B dpaiine postgresql.conf Heobxooumo HacTpouTs listener:

# - Connection Settings -

#listen_addresses = 'localhost’ # what IP address(es) to listen on;

listen_addresses = '*'
# comma-separated list of addresses;
# defaults to 'localhost'; use "*' for all
# (change requires restart)

port = 5432 # (change requires restart)
max_connections = 100 # (change requires restart)
MpumMeyaHus:

1. BoamoxHocTb nogkntodeHnst Kk CYBJI, nns Bcex cepeepos, KoTopble OymyT
BXOOWTb B CepBepHylo rpynnupoeky RuBackup, MOXHO [06aBUTb M MOCNE YCTAHOBKM
cepsepa RuBackup B koHdpurypaumnoHHsiii cpaiin pg_hba.conf, nocne yero Heobxonumo

nepesanyctutb PostgreSQL.

2. Paamepbl napameTpoB B dpainne postgresqgl.conf shared_buffers ~50 % ot
pasmepa onepatvBHON namat. [py MCnonb3oBaHWM Oedynankauunm pekoMeHayetcs
MVHVManbHbI 06 beM onepaTvBHoO Namaty cepeepa 64 GB effective_cache_size ~70 % ot

pa3mMepa orepartneHoi namatn work_mem 32 MB.

3. max_parallel_workers — He MeHee 50 % OT KonmMyectBa MPOLECCOPHbIX
anep, ecnn cepsep CYBM cosmeweH ¢ cepsepoMm RuBackup n 100 %, ecnu

cepsep CYB /L sBnseTCs BblAENEHHbIM.

Mocne BHECEHMS 3TUX N3MEHEHWIA HEOBX0AMMO:
1. MNepesarpya3uTtb cepsuc postgresql:

$ sudo service postgresql restart

2. Nposeputb nogknoyeHve Kk CYB
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$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=#

3. 3apatb naponb ans nonb3oBatens 6asbl AaHHbIX postgres:

$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=# alter user postgres password '712345;
ALTER ROLE
postgres=#

Mpwn yctaHoeke CYB PostgreSQL B OC Astra Linux SE, ctout obpatutb
BHMMaHVe Ha uHOeKC "se" B HOMepe Bepcuun, ecnv OH MPUCYTCTBYeT, TO 3TO
yKasblBaeT Ha To, 4TO nakeT fopabotaH ons B3anmogerictens ¢ KC3 Astra Linux. B
3TOM cnyyae TpebyeTcs NPON3BECTA LOMOMHUTENBHYIO KOHPUIYPUIO CUCTEMbI OJ15
KoppekTHoii pabotel  CPK RuBackup ¢ maHpatHbiMu atpubytamn CYB.
PostgreSQL.

Mpennaraetcs BbIOpaTh OAMH M3 ABYX BAPUAHTOB KOHCPUIypaLMm CUCTEMbI B
3TOM Cryyae:

1 BapunaHT:

Heobxoaommo co3patb nonbl3oBatens rubackup B CYBJL, PostgreSQL c
npasaMu agMUHUCTparopa:

$ sudo -u postgres psql

postgres=# create user rubackup with superuser
createrole login password '712345';

CREATE ROLE

postgres=#

Takxe B (dhanne /etc/parsec/mswitch.conf gns napametpa
zero_if notfound ycTtaHOBUTL 3HaueHWe yes 1 3atem nepesarpy3nTb cepsucapt
PostgreSQL:

$ sudo service postgresql restart
2 BapVaHT:

Heobxoammo cospatb nonb3oatenst rubackup B B OC Astra Linux SE ¢
npuBMnermsmMm parsec_cap_setmac u parsec_cap_chmac:
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$ sudo useradd --system --no-user-group rubackup

[lanee HyxHO 3agatb naponb nonb3oBatens rubackup, OH OonXeH
coBnagatb ¢ naponem nonb3osatens rubackup B CYBJL PostgreSQL, kotopbii
3afaeTcs Ha atane HacTponku cepsepa RuBackup.

$ sudo passwd rubackup

HeobxoauMo yCcTaHOBUTL MPUBUNETN N MHALMANM3NPOBATb MaHAATHbIE
npasa nonb3osaTens rubackup, a Takxe paspewmnTb nonb3oBaTesto
postgres YTeHne MaHOaTHbIX METOK.

$ sudo usercaps -m +2,+3 rubackup
$ sudo pdpl-user -1 0:0 rubackup

$ sudo usermod -a -G shadow postgres

$ setfacl -d -m u:postgres:r /etc/parsec/macdb
$ setfacl -R -m u:postgres:r /etc/parsec/macdb
$ setfacl -m u:postgres:rx /etc/parsec/macdb

$ setfacl -d -m u:postgres:r /etc/parsec/capdb
$ setfacl -R -m u:postgres:r /etc/parsec/capdb
$ setfacl -m u:postgres:rx /etc/parsec/capdb

NHcTtannsuua cepeepa RuBackup

Ona wHctannaumm cepsepa RuBackup cnegyet BbINoOnHUTL cnegyrowme
DenCcTBUS:

1. Hactpoiite cnepywoowme nepemMeHHble cpedbl Ons  nonb3osartens root
(Heobxoammo nobaBmTb creayolme CTPokmM B goaiin /root/.bashrc):

PATH=$PATH:/opt/rubackup/bin

LD _LIBRARY_PATH=$LD_ LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

OT1 NepeMeHHble TakXXe MOXHO onpenenuTtb B doaine /etc/environment.

2. NepesarpyaunTe nepemMeHHble OKPYXXEHUS:
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$ . .bashrc
3. YcraHosute naket rubackup-server. [1pumep:

$ sudo dpkg -i rubackup-server_2.0.0-1_amdé64.deb

Nms doarina naketa MOXET OTInYaTbCs B 3aBUCUMOCTY OT COOpKM.
4. YctaHosute nakeT rubackup-rbm. MNpumep:
$ sudo dpkg -i rubackup-rbm_2.0.0-1 amd64.deb

Mpn yctaHoBke cepBepa RuBackup B OC Astra Linux SE 1.6 c
aKTUBUPOBAHHbLIM PEXUMOM 3alUTHOM MPOrpaMMHOV cpefdpbl, NOCne YCTaHOBKM
naketa rubackup-server cnenyert:

1. BoinonHnTb KOMaHAy:

$ sudo update-initramfs -u -k all
2. Mepesarpy3nTb onepaLnoHHYO CUCTEMY:

$ sudo init 6

dann nuueH3Inmn

Cepeep RuBackup cooepxut B cebe TECTOBYIO NMLEH3UIO HA BbINOMHEHWE
PE3EePBHOr0 KONMpPoBaHMs obwmm obbeMom pesepsHbix komuid 1 TB. MNpu nepeom
3anycke cepsep RuBackup nonbiTaetcs nony4ntb NWMUEH3UOHHbIA panin  OoT
rnobanbHoro nuueHanoHHoro cepeepa RuBackup. Ecnu Bbixon B WHTEpHeT ¢
cepBepa HEBO3MOXEH, 00paTutecb K CBOEMy MOCTaBWWKY C YyKa3aHWEM
hardware ID nns nony4eHnsa NMUEH3NOHHOro doarna.

Hardware ID Heobx0aMMo NnonyynTb ANns:
»  OcHoBHOro cepsepa.
* Pe3sepsHoro cepeepa (Npy Hann4uw).
* Meawacepsepos (Npu HaMM4mK).
Hardware ID MOXHO y3HaTb npv NoMoLwm cneaywen KomaHabl:

# rubackup_server hwid
RuBackup hardware ID:

5253096d055899485ed2787eccfc57ae54ff04e76104856726c913
732aa0c2b8
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Kaxpgomy Hardware ID cooTBeTCTBYET CBOW (pain NMUEH3NN.
NueH3noHHbIE dhaiinbl HEOBXOAUMO PA3MECTUTb Ha:

* OcHoBHOM cepBepe.

* Pe3epBHOM cepsepe (Npu Hanmymm).

* Megnwacepsepax (npv HaNM4mK).

daiinbl nnueH3unn TpebyeTcs nepenMeHoBaTb Kak rubackup.lic n paamectutb
B /opt/rubackup/etc/rubackup.lic, 3aMeHnB TeCTOBYIO NMMLIEH3MIO HA BblOAHHYIO.

HacTtpoika ocHoBHOro cepsepa RuBackup

BHumaHue! Tpouenypa HaCTpOMKM cepBepa TakKXe BbIMONHAET
HacTponky knueHta. lMocne HacTponkm cepsepa RuBackup He cnepyert
BbIMO/NIHATD HA HEM HaCTPOWMKY K/MEHTa, TaKk KaK 3TO MoBNe4YyeT 3aMeHy
cepBepHbIX HAaCTPOEK KJIMEHTCKUMU U cepBep NepecTaHeT pabortarsb.

[MepBoHayanbHas Hactporka cepsepa RuBackup ocywecTtengerca ¢
MOMOLLbIO MHTEPAKTMBHOM yTunuThl rb_init. YTunuta rb_init nobasnt HeobxoanMble
ceTeBble CepBuChbl B (parin /etc/services. BoinonHuTe cnegyowme 0eNCTBUS:

1. Banyctute rb_init (ot nonb3osatens root).
root@rubackup-primary:~# rb_init
RuBackup initialization utility
Copyright 2018-2022: LLC "RUBACKUP"
NcknoyntenbHble npasa npuHagnexxat 000 "PYB3KAIM"

Author is Andrey Kuznetsov
Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
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2. MNpyMmnTE NULEH3MOHHOE cornalleHne. [ns aToro HaxXmMmTe Knaeumuy y.

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/g[uit])

Do you want to configure RuBackup server (primary, secondary,
media) or client (p/s/m/c/q)?

3. BoibepuTte cueHapuii KOHCUryprpoBaHUsi OCHOBHOrO (primary) cepsepa. Lns
3TOro HaXXMuTe Knasuy p.
Do you want to configure RuBackup server (primary, secondary,
media) or client (p/s/m/c/q)?

Primary RuBackup server configuration...

4. Ykaxute agpec cepsepa CYB PostgreSQL:

Enter hostname or IP address of PostgreSQL server
[ localhost ]:

5. YkaxuTe naponb nonb3osatens 6asbl JaHHbIX

Please enter password for "postgres" database user:

6. Beegute nmsa cynepnonb3osatens RuBackup

Enter name of RuBackup superuser [ rubackup ]:

7.Co3paite 6aldy OaHHbIX M 3apanTte naponb Ans cynepnonb3oBaTtenst 6asbl
JaHHbIX rubackup:

Database user "rubackup" doesn't exist. Do you want to
create database user "rubackup" (y/n)? y

Please enter password for "rubackup" database wuser:
Repeat password:

Create PostgreSQL user rubackup User rubackup was
created.
Attention!!! -------- > Use this login to authenticate to

RBM as RuBackup superuser.
8. Beenmte nms 6a3bl JaHHbIX

Enter RuBackup database name [ rubackup ]:
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Database "rubackup" doesn't exist. Do you want to create
database "rubackup" on "localhost" host (y/n)? y

Creating new "rubackup" database...
Execute: /opt/rubackup/rc/init/bloom.sql: success
Execute: /opt/rubackup/rc/init/server.sql: success

Execute: /opt/rubackup/rc/modules/rb module aerodisk-
vm.sql: success

Execute:
/opt/rubackup/rc/modules/rb module brest template.sql:
success

Execute:
/opt/rubackup/rc/modules/rb module brest vm.sql: success

Execute: /opt/rubackup/rc/modules/rb module btrfs.sql:
success

Execute:
/opt/rubackup/rc/modules/rb module ceph rbd.sql: success

Execute:
/opt/rubackup/rc/modules/rb _module communigate pro.sql:
success

Execute:
/opt/rubackup/rc/modules/rb _module communigate pro mail.sq
1: success

Execute:
/opt/rubackup/rc/modules/rb _module docker container.sql:
success

Execute:
/opt/rubackup/rc/modules/rb _module docker image.sql:
success

Execute:
/opt/rubackup/rc/modules/rb module docker volume.sql:
success

Execute:
/opt/rubackup/rc/modules/rb module filesystem.sql: success
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Execute: /opt/rubackup/rc/modules/rb_module_filesystem win.sql:

success
Execute:

success
Execute:

/opt/rubackup/rc/modules/rb_module_freeipa.sql:

/opt/rubackup/rc/modules/rb_module_isp_vmmanager.sql: success

Execute:
success
Execute:
Execute:
Execute:
success
Execute:
success
Execute:
success
Execute:
Execute:
success
Execute:
success
Execute:

/opt/rubackup/rc/modules/rb_module_jatobal.sql:
/opt/rubackup/rc/modules/rb_module_kvm.sql: success
/opt/rubackup/rc/modules/rb_module_Ivm.sql: success
/opt/rubackup/rc/modules/rb_module_Ixd container.sql:
Jopt/rubackup/rc/modules/rb_module_Ixd_image.sql:

/opt/rubackup/rc/modules/rb_module_mariadb101.sql:

/opt/rubackup/rc/modules/rb_module_mssql.sql: success
Jopt/rubackup/rc/modules/rb_module_mssql_files.sql:

/opt/rubackup/rc/modules/rb_module_mysql.sql:

/opt/rubackup/rc/modules/rb_module_opennebula_template.sql:

success
Execute:

/opt/rubackup/rc/modules
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/rb_module_zfs volume.sql:
success/rb_module_opennebula_vm.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_oracle dp_db.sql:
success

Execute:
/opt/rubackup/rc/modules/rb_module_oracle_dp_table.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_oracle_rman.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_ovirt.sql: success

Execute:
/opt/rubackup/rc/modules/rb_module_pg dump_database.sql:
success

Execute:
fopt/rubackup/rc/modules/rb_module_pg dump_table.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_pg_superb.sql:
success

Execute: /fopt/rubackup/rc/modules/rb_module_postgres pro.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_postgresql.sql:
success

Execute:
/opt/rubackup/rc/modules/rb_module_proxmox_container.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_proxmox_vm.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_redis.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_rescue _image.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_rustack

Jopt/rubackup/rc/modules/rb_module_rvirt_vm.sql: success

Execute:
/opt/rubackup/rc/modules/rb_module_s3 cloud bucket.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_sqlite.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_tarantool.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_vcenter.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_veil vm.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_vmware.sql:
success

Execute: /opt/rubackup/rc/modules/rb_module_zfs.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_zfs volume.sql:
success
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Do you want to add a required file system to the 'Default’ pool in
the configuration? (y/n)?y

Enter path: /default_pool

Path "/default_pool" doesn't exist. Do you want to create it? (y/n)y

RuBackup client configuration: client-server mode
Hostname of primary server: primary-server

9. Ecnn B KOHGourypauum noppasyMeBaeTcs pes3epBHblil (secondary) cepsep, TO
BblbepuTe 3Ty BO3MOXHOCTb:

Will you use secondary server (y/n)?

10. Ykaxute agpec pesepBHOro cepaepa:
Hostname of secondary server: rb-secondary

11. Janee byneT BbINONHATLCS HAacTpoika knmeHta RuBackup. Beibepute ceteBoii
WHTEpperic, nocpencTsoM  kotoporo  knuveHty  RuBackup  paspelweHo
B3aMMOENCTBOBaTb C CUCTEMOW PE3EPBHOMO KOMMPOBaHUS:

Choose client net interface ID for use: 1
Selected interface: ens18

12. Ykaxunte, MoxHo nn O6ymet agmuHucTpatopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KONUW, CAeNaHHbIe AN AAHHOr0 KIMEeHTa:

Do you allow centralized recovery (y/n)? y

13. YkaxwuTe, 6y,D,eT nn ncnonb3oBaTbCA HenpepbiBHaA yaaneHHasa pennmkauma Ha
3TOM KNNEHTE:

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y

Enter local backup directory path [/tmp]:

14. Ykaxute OMPEKTOpUIO AN BPEMEHHbIX onepauvin ¢ panamm pesepBHbIX
KOMWIA:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...
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15. Cozpalite MacTep-koy 4nsl 3aWmMTHOro NpeobpasoBaHNst PE3ePBHbIX KOMWIA 1
co34aHuns Kno4ven ungpposoin noanucn. [ng ero reHepaumm Beeante Naporsb,
cogepxawmin He MeHee 10 CMMBOSOB.

Will you use digital signature (y/n)?

16. YkaxmuTe, XOTUTE NI Bbl CO3AaTb KIHOUM NEKTPOHHO-LIMCPPOBOIA NOAMMUCH:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

17. Ykaxute, XoTUTe N Bbl BKNKOYNUTb CUCTEMHbIA MOHUTOPVIHE ON1S AHHOro
KnneHra:

Do you want to enable system monitoring of this client (y/n)?

BHumaHune! Mo okoHuyaHum pabotbl yTunuTbl rb_init 6yaer cdopmmpoBaH
rnaBHbIN KOHUrypaumoHHbin doann /opt/rubackup/etc/config.file. B atom
cdamne napametrp  server-inet-interfaces  onpepensier  ceTeBble
MHTepdpencobl, NOCPeacTBOM KOTOPbIX CepBepy pe3epBHOro KONMpoBaHUSA
pa3pelLieHO B3aumopencTBoBaTb C KnueHtamu. B cnucke uvHTepcdpencos
HeobXxoAuMO OCTaBUTb TOJNLKO Te, KOTOpble HEOOXOAUMbl, U yaanuTb Bce
NULLHKUE UHTepdpencbl, eCrvm OHU NPUCYTCTBYHOT (VNnet, virbr n 1.n.).

Mo okoHyaHun pabotbl rb_init Oymer cospmaHa nokanbHas rpynna
rubackup, B koTopyto cnenyetr nobaButb BCEX MOMb3oBaTenei, Kotopble OyayTt
paboTaTb ¢ RuBackup.

HacTpoika nonb3oBateneun Ha cepsepe RuBackup

Monb3oBartenu, OT UMEHM KOTOpPbIX OydeT OCYWeCTBNATLCS 3arnycK yTUanT
komaHgHon ctpokn RuBackup n okoHHoro MeHenxepa AgmuHuctpartopa (RBM),
JOMXHb:

— UMETb MPaBubHO HACTPOEHHbIE NEePEMEHHbIE Cpebl,
— BX0auTb B rpynny rubackup.

Mpynna rubackup Obina co3pmaHa ytmuamTto rb_init B npouecce
nepBoHaYasibHOM HACTPOWNKM.
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Ytobbl HacTpouTb MONb3oBaTeNst A4Nis BO3MOXHOCTM pabotbl ¢ RuBackup,
BbINONHUTE cnenytolne encTBuS:

1. [lobaBbTe nonb3oBatens B rpynny rubackup npw nomowm koMaHapl:

$ sudo usermod -a -G rubackup nosb30BaTesnnb

Nocne atoro BBeOnTe KOMaHOy:

$ sg rubackup

2. HacTpoiite onsi nonb3oBartens cnepylowme nepemMeHHble cpenbl (nobaBbTe
cnenywowme CTpoku B doanin /home/nosib3oBaTtesib/.bashrc):

PATH=$PATH:/opt/rubackup/bin
LD LIBRARY PATH=$LD LIBRARY PATH:/opt/rubackup/lib

export PATH
export LD _LIBRARY_PATH

3. MNepesarpysnTe nepeMeHHbIe OKPYXEHUS:

$ . .bashrc
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Hactpoika 3anycka cepeepa RuBackup

B Tom cnydae, ecnu nnaHnpyetca TectnposaHne RuBackup, pekomenayetcs
3anyckaTtb cepsep RuBackup B TepMnHanbHOM pexumMe C MOMOLLbIO KOMaHAbI:

# rubackup_server start
OctaHoBuTb cepeep RuBackup MOXHO C NOMOLLbIO KOMaHAb!:

# rubackup_server stop

[ng wraTHoOM akcnnyataumm pekoMmeHaoyeTtcs 3anyckatb cepsep RuBackup
Kak cepsuc. [ns aT0ro BbINONHUTE Cnenylowme OenCTBUS:

1. Bknounte cepeuc knuneHta RuBackup:
$ sudo systemctl enable \
/opt/rubackup/etc/systemd/system/rubackup client.servic

e
2. BknouuTte cepsuc cepsepa RuBackup:

$ sudo systemctl enable \

/opt/rubackup/etc/systemd/system/rubackup_server.servic
e

3. MNepeszarpyaunte systemctl:

$ sudo systemctl daemon-reload
4. 3anyctute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5. 3anyctute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTL cTatyc knneHta RuBackup MOXHO npy NOMOLWM KOMaHAab:

$ sudo systemctl status rubackup_client

rubackup client.service - RuBackup client

Loaded: loaded
(/etc/systemd/system/rubackup client.service; enabled;
vendor preset: enabled)

Active: active (running) since Thu 2023-02-09
13:24:23 MSK; 2 weeks 1 days ago

Main PID: 3038534 (rubackup client)
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Tasks: 3 (limit: 4610)
Memory: 16.5M
CGroup: /system.slice/rubackup client.service

3038534
/opt/rubackup/bin/rubackup client start

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Check additional RuBackup modules:

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Try to check module: 'File system'

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Execute 0S command:
/opt/rubackup/modules/rb module filesystem -t 2>&1

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Module version: 2.0

Feb 10 19:54:12 rb-primary
rubackup client[3038534]: ... module 'File system' was
checked successfully. Module supports archiving

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Try to check module: 'LVM logical volume'

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Execute 0S command: /opt/rubackup/modules/rb module lvm -t
2>&1

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup client[3038534]:
LVM version: 2.03.07(2)

Feb 10 19:54:12 rb-primary
rubackup client[3038534]: ... module 'LVM logical volume'
was checked successfully

YTo4HUTL cTatyc cepeepa RuBackup MOXHO npy NOMOLWM KOMaHab!:
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$ sudo systemctl status rubackup_server
@ rubackup_server.service - RuBackup server
Loaded: loaded (/etc/systemd/system/rubackup server.service;
enabled; vendor preset: enabled)
Active: active (running) since Mon 2022-04-18 16:05:18 MSK; 2min
31s ago
Process: 27631 ExecStart=/opt/rubackup/bin/rubackup_server start
(code=exited, status=0/SUCCESS)
Main PID: 27635 (rubackup_server)
Tasks: 29 (limit: 4628)
Memory: 7.3M
CGroup: /system.slice/rubackup_server.service
L27635 /opt/rubackup/bin/rubackup_server start

anp 18 16:05:19 ubuntu rubackup _server[27635]: RuBackup
monitoring connected to the database rubackup@!>

anp 18 16:05:19 ubuntu rubackup _server[27635]: RuBackup
media_server_TLQ_loop connected to the database>

anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup Media Net
Server connected to the database ruba>

anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup Media Net
Server will use 8 threads

anp 18 16:05:19 ubuntu rubackup_server[27635]: Media server
heartbeat: Connected to RuBackup server: 12>

anp 18 16:05:20 ubuntu rubackup_server[27635]: Media server ubuntu
has added to alive RuBackup server g>

anp 18 16:05:24 ubuntu rubackup_server[27635]: RuBackup Media
Server internal tasks loop connected to t>

anp 18 16:05:24 ubuntu rubackup_server[27635]: RuBackup media
server cloud loop connected to the databa>

anp 18 16:06:00 ubuntu rubackup_server[27635]: RuBackup db_service
connected to the database rubackup@I|>

anp 18 16:06:00 ubuntu rubackup _server[27635]: RuBackup
db_watcher connected to the database rubackup@l!>

lines 1-20/20 (END)

BHumaHue! Ecnu y Bac BO3HMKaeTr npobnema 3anycka cepsuca

cepsepa RuBackup, n cnyxebHas 6a3a paHHbix RuBackup B PostgreSQL
yCTaHOB/IeHa Ha OTAEeNbHOM cepBepe (Hanpumep, npu pobaBneHUn B
KOHCpUrypaumio pe3epBHOro Unn Meguacepseepa), BbinoNHUTE crenyloLime
OencTBus:

1. Ypanute 3aBucumoctn postgresql.service B napametpax Requires n After B

pasnene Unit B oHWT-dpaline:

/opt/rubackup/etc/systemd/system/rubackup_server.service
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2. MNepeszarpyaunte systemctl:

$ sudo systemctl daemon-reload

HacTpouka cepBepa nocne yctaHOBKU

Monb3oBaTtenu, OT UMeHN KOTOpbIX OydeT OCYWECTBNSATLCS 3arnycK yTUAWT
komaHgHown ctpokn RuBackup n okoHHoro MeHenxepa AomuHuctpartopa (RBM),
LOMXHbl BXOOMTb B rpynny rubackup. 91a rpynna 6eina cosaaHa ytunutoi rb_init
npovecce nepeoHavasnbHON HACTPOWKN.

Ecnun B npouecce HAcTpoiky cepeepa npwv nomowy ytmnutel rb_init He 6bin
HasHayeH kaTanor ons xpaHeHus pesepsHbix konun ans nyna Default, To nocne
HacTpoikum  ocHoBHOro  cepBepa RuBackup B  XypHanbHOM  cbanne
/opt/rubackup/log/RuBackup.log nosearca 3anucu o Tom, 4to B nyne Default
HET H1 OOHOW ParfIoBOM CUCTEMBI ANSA XPaAHEHUS PE3EPBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file
system

Heobxogumo HasHauute aons nyna Default xots 6bl ogvH kartanor aons
XPaHEeHUS pe3epBHbIX KOMWIA.

3T0 MOXHO caenatb NPy NOMOLWM YTUNUTbI KOMaHOHON CTPOKM UMM OKOHHOrO
MEHeOXepa CWUCTEMHOrO aAMWHUCTPATOPa CUCTEMbI PE3EPBHOr0 KOMMPOBaHMS
RBM.

HacTtpouka xpaHunuuia ¢ nomouubio rb_local_filesystems

Monb3oBaTtenu, OT UMEHN KOTOpPbIX OydeT OCYWECTBNATLCS 3arnycK yTUAnT
KoMaHgoHon ctpokn RuBackup, AomxHbl BxoauTb B rpynny rubackup. YTobbl
nobaBnTb NONb30BATENEN B rpynny BHECUMTE N3MeHeHMS B doain /etc/group.

Ytobbl Ha3HaA4UTb NOKaA/bHbIA KaTanor B Ka4ecTse XpaHunnila pe3epBHbIX
Konum cnegyert BbIMONHNATbL KOMaHOY:

$ rb_local_filesystems -a /rubackupl -p 1

B oatOoM npumepe B KayectBe XxpaHunuwa [OobaBnsetcs  kartanor
/rubackupl.
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HacTtpouka xpaHunuiwia ¢ nomowibio RBM

BHumaHue! Hactpoika xpaHunuiia ¢ nomowwbio RBM npoussoaurcs
B C/lyyae eCNnu XpaHunuvLwi,a He HacTpoeHbl ytunuton rb_init B npouecce
nepsoHayalbHOW HaCTPOMKM.

MopsooK HACTPOMKWM XpaHunuwa W3NoXeH B [OOKyMeHTe «PykoBoOCTBO
cuctemMHoro aagmuHuctpartopa RuBackup».
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JdononHutenbHble HACTPOMKMU

YcraHoBka RBM Ha yoaneHHOM xocTe

CPK Rubackup npepoctaBnsier BO3MOXHOCTb YCTAHOBKM OKOHHOMO
MeHenxepa AomuHucTtpaTtopa RuBackup (RBM) Ha yoaneHHOM xocTe.

MNMonb3oBaTenu, 0T UMEHWN KOTOPbIX ByAEeT OCYLWEeCTBAATLCA 3anyCK OKOHHOro
MeHenxepa AomnHuctpatopa (RBM) Ha yoaneHHOM xocTe, OOMXHbl BXOOUTbH B
rpynny rubackup.

MoaroroBka K yCTaHOBKE

1) lMopgrotoeka cepsepa Rubackup

Ina noorotoBkn cepBepa Rubackup HeobxoouMo HacTpouTb doaiin
«/etc/postgresql/12/main/pg_hba.conf» n B ctpoke ¢ IPv4 nponucatb agpec xocta,
Ha KOTopoM By et ycTaHoBNEH yaanéHHblin RBM:

# TYPE DATABASE USER ADDRESS METHOD
"local" is for Unix ain socket connections only

aLlL
ycal connections

-
-
all
3
3

ycal connections:
- L all ::1/128 md5
# Allow replication connections from localhost, by a user with the
ion privilege.
ti

MpumeyaHne — lMyTb HACTPOMKK charna MOXET OTIMYATLCS B 3aBMCMMOCTU OT BEpCUmn
postgresql.

2) MoparotoBka xocTa, C KOTOPOro bynet BbinonHATLCS Bxoa B RBM
[ns noarotoBkM xocta HEOHX0AMMO BbINONMHWUTL CReayoWmne NeiCTBUS:

1. Ckavatb naket gpavesepos
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$ sudo apt install libqt5sql5-psql

2. Hactpowutb chainbl «/ root/.bashrc» u
«/home/<user_name>/.bashrc»

PATH=SPATH: fopt/rub
LD_LIBRARY_PATH=5

export PATH
export LD_LIBRARY_ PATH]
- BCTABKA --

PATH=$PATH:/opt/rubackup/bin

LD LIBRARY PATH=$LD LIBRARY_ PATH:/opt/rubackup/lib
export PATH

export LD LIBRARY PATH

3. BbINonHWTL KOMaHAy:
$ . .bashrc
4. Ecnn OC 6e3 rpadonyeckoit 060104KM, yCTAaHOBUTL Cieyowme nakeTbl:

$ sudo apt install libgll-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

5. YctaHoButb nakeTbl rubackup-common u rubackup-rbm. Mpumep:

$ sudo dpkg —i rubackup-common 2.0.0-1 amd64.deb
$ sudo dpkg -i rubackup-rbm 2.0.0-1 amd64.deb

Mpwn yctaHoBKe nakeT rubackup-rbom MoxeT NonpocuTb YCTaHOBUTb
LOMOJHUTENbHbIE 3aBUCUMOCTU - 3TO HE0OX0IMMO cAenaThb AN KOPPEKTHOW
pPaboTbl NPUNOXEHNS.

Mocne atnx aencteuii RBM ByneT rotos K 3anycky.

Ina 3anycka MeHepxepa AaomuHuctpatopa RuBackup wucnonbayiite
KoMaHay

$ rbm&
nnu

opt/rubackup/bin/rbm

Mocne 4ero HeOb6XOOMMO B OTKPbIBIIEECS OKHO «AyTEHTUUKALUUS» BBECTM
HammeHoBaHwue cepsepa Rubackup, uma nonb3osartens n naponb (PyucyHok 1)
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lMpuMeyaHve: Npu HacTpoike MHOrononb3oBaTenbckoro pexuma RuBackup, ectb
BO3MOXHOCTb 3axoautb B RBM nog onpenenéHHonm ponblo:  cynepnonb3oBatenb,
cynepsaisep, CONPOBOXAAIOWMNIA U aAMUHNCTPATOP.

RuBackup manager (#a node190)

PucyHok 1

HacTtponka pesepBHoro cepsepa RuBackup

BHnmaHue! HacTtpoika pesepBHoro cepBepa RuBackup tpebyetcs
TONLKO B TOM Clyy4yae, ecnm B cepBepHon rpynnupoBke RuBackup
npepnonaraeTtcs MCNonb3oBaTb pe3epBHbin cepBep. [MOna paboTbl
pe3epBHOro cepeepa TpebyeTcs oTaenbHas NMMLEH3US.

BHumaHue! [lepen Havyanom HaCTpPOWMKU pe3epBHOro cepsepa
HeobXxoauMO MpPOU3BECTU MNpenBapuUTe/IbHYKO HACTPOWKY XOCTa — CM.
pa3nen «<Hactpoinka ocHoBHOro cepsepa RuBackup».

HeobxoomMo  4ToObl  OCHOBHOM W PE3EPBHbIA  CEPBEP  MOMM
BepudouumpoBatb apyr apyra no hostname. Lns aToro He0b6xoAMMO MPOV3BECTYU
COOTBETCTBYIOLME HACTPOVKK B /etc/hosts Ha obonx y3nax.

Heobxoommo pnobasuth IP-anpec pesepBHoro cepeepa B pg_hba.conf
CYB/ Postgresql, conepxauwyto b1 rubackup.
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[MNepBoHavyanbHas HacTpowka pe3epBHOro  cepeepa RuBackup
OCYLLECTBNSAETCA C [MOMOLWbBK WUHTEPaKTMBHOW yTuAuTbl rb_init. BbinonHute
cnegnyowune 0encTBuns:

1. 3anyctute rb_init ot MeHn cynepronb3oBatens (C npasamm root).

root@ secondary-server~# rb_init
RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknodnTensHble npaBa npuHagnaexaTt 000 "PYBOKAM"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/qg[uit])

2. MNpyMmnTEe NULEH3MOHHOE cornalleHne. [Ins aToro HaXXMuTe Knasuy y.

3. BolbepuTte cueHapuii KOHOUrypupoBaHUS pe3epBHOro (secondary) cepsepa.
Llns aTOro HaXMMTE KNaswuwy s.

Do you want to configure RuBackup server (primary, secondary,
media) or client (p/s/m/c/q)?s

Secondary server configuration...

Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. BeeomTe agpec cepeepa, Ha KOTOPOM pacnonaraetcs 6asa naHHbIx RuBackup,
1 naponb.

Enter hostname or IP address of PostgreSQL server [ localhost ]:
primary-server

Enter name of RuBackup superuser [ rubackup I:

5. Ykaxute nms cynepnonb3osatenst RuBackup:

Enter name of RuBackup superuser [ rubackup ]:
rubackup

Please enter password for "rubackup" database user:

6. Beenute naponb gng cynepnonb3osatens Rubackup:

Please enter password for "rubackup" database user:
Enter RuBackup database name [ rubackup ]:

7. BBeaute ums 6a3bl OaHHbIX:
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Enter RuBackup database name [ rubackup ]:
RuBackup client configuration: client-server mode

Hostname of primary server: primary-server
Hostname of secondary server: secondary-server

Choose client net interface ID for use:

8. Bblbepute ceTeBOW UHTEpPdpeiic, NocpeacTBOM KOTOporo knveHTy RuBackup
paspeLleHo B3anMo4enCcTBOBaTb C CUCTEMON PE3EePBHOMO KONUPOBAHMUS:

Choose client net interface ID for use:
Possible interfaces for RuBackup client communication:
lo [0]
ensl8 [1]
Choose client net interface ID for use: 1
Selected interface: ens18
Do you allow centralized recovery (y/n)?

9. Ykaxnute  MOxXHO nu 6ymet aamuHuctpaTtopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KONUW, CAenaHHble AN JaHHOro KMeHTa:

Do you allow centralized recovery (y/n)?y

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?

10. Ykaxure, 6y,ueT N NCnonib30BaTbCA HEMpepbiBHAA yOaneHHaa pennnkaunsa Ha
9STOM K/MEeHTE:

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y

Enter local backup directory path [/tmp]

11. Ykaxute OMpekToputo AN BPEMEHHbIX onepaunin ¢ dhannamm pesepBHbIX
KOnuiA:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

12. Co3pavite Mactep-kmoy Ons 3awWwmuTtHOro npeobpas3oBaHns Pe3epBHbIX KOMWi
(Heobxoaumo BBecTM He MeHee 10 cumBonos B none Passphrase):
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Passphrase:

Will you use digital signature (y/n)?

13. YkaxuTe, Xotute N Bbl CO34aTb KNHOYM 3NEKTPOHHO-LMGOPOBOA NOANNCK:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

14. Ykaxute, XoTUTe N1 Bbl BKNKOYNUTb CUCTEMHbII MOHUTOPWHI Ond 0aHHOro
KNnneHTa.

Do you want to enable system monitoring of this client (y/n)?

Mo okoH4yaHuM pabotbl rb_init 3anyctuTe KAMEHTCKMA W CepBEpPHbIN
CEepBNCbl PE3epBHOr0 KonuvpoBaHus. Cnemynte WHCTPYKUMUM K3 pasgena
«HacTtpoiika nonb3oBarenei Ha cepsepe RuBackup».

Mo 3aBepleHW HACTPOWKM  PEe3epBHOrO  cepBepa  HeobBX0AMMO:

1. ABTOpM30BaTh PE3EPBHLIN CEPBEP B CUCTEME PE3EPBHOrO KOMUPOBaHUS Kak
MeavacepBep npv NEPBOM 3arlycke.

BuumaHue! Mocne 3anycka pe3epBHOro cepsepa Heo6xoaouMmo cobnioctu
nopsiaok asTopuaauumn. CHayana HyXHoO aBTOpM30BaTb B CUCTEME K/IMeHTa
M TONbKO MOTOM pe3epBHbIn cepeBep. B npotusHom cnyuyae 6yner
no6aBneHo ABa K/MeHTa, YTo NpuBeaeT K omnbKam.

2. HaszHaunTb pesepBHOMY cepBepy XoTs Obl 0OMH nyn Tuna «dainosas cuctema»
ONS XPaHEeHWs! Pe3ePBHbIX KOMWIA 1 KaTanor Ons XpaHeHNs Pe3ePBHbIX KOMMIA.

STV 3a4a4M MOXHO BbINOMHUTL B OKOHHOM MeHeaxepe AOMuHMCTpaTopa
RBM (cM. «PykoBoacTeo cuctemHoro agMuHuctparopa RuBackup»).

HacTtpoiika nonb3oBatenen Ha pe3epBHOM CepBepe OCYLECTBNSETCS
aHanormyHo OCHOBHOMY CepBepy — CM.pasgen «HacTtporika nonb3oBaTtener Ha
cepsepe RuBackup».

HacTtporika 3anycka pesepsHoro cepsepa RuBackup ocyuwecTtsnsercs
aHanorMyHO OCHOBHOMY CepBepy — CM.pasgen «HacTtporka 3anycka cepsepa
RuBackup»
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Hactpownka meguacepsepa RuBackup

BHumaHue! Mepen Hayanom HacTpomMku Mepuacepsepa Heo6xoaomMMo
npou3BecTn npenBapuUTeNibHYIO HaCTPOMKY XocTa — CM. pasgen
«Hactponka ocHoBHoOro cepeepa RuBackup».

BHnmaHue! Ons pabotbl MepuacepBepa TpebyeTcs oToenbHas
NULLEH3NS.

HeobxooumMo  4TOBbl  OCHOBHOM WM PE3EpBHbIA  CEpBEP  MOMM
BepudpmumpoBatb Opyr gpyra no hostname. [ns atoro Heob6xoaMMO MPOV3BECTU
COOTBETCTBYOLLME HACTPOVKW B /etc/hosts Ha obovx y3nax.

Heobxoommo pnobasutb IP-anpec pesepeHoro cepeepa B pg_hba.conf
CYB/L Postgresql, conepxauwyto B rubackup.

[NepBoHavyanbHas Hactporka megmacepsepa RuBackup ocywectsnsercs ¢
MOMOLLBIO UHTEPAKTUBHOM YTUAUTBLI rb_init. BoinonHuTe cnepytowme OencTems:

1. Banyctute rb_init oT umMeHn cynepnonb3oBartens (C npasamu root).

root@rubackup-media:~# rb_init

RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknodnTenbHble NpaBa npuHagsiexaTt 000 "PYBIKAM"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. MNpyMmnTe NUUEH3MOHHOE cornalleHne. [ns aToro HaXMUTe Knasuwy y.

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/qg[uit])

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services

RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secondary,
media) or client (p/s/m/c/q)?

3. BoibepuTte cueHapuii KOHCpUrypupoBaHus Meomacepsepa. [ns atoro Haxmute
Knasuwy m.
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Do you want to configure RuBackup server (primary, secondary,
media) or client (p/s/m/c/q)?m

Media server configuration...

Enter hostname or IP address of PostgreSQL server [ localhost ]:

3. BBeaute agpec cepeepa, Ha KOTOpPOM pacnonaraetcst 6a3a aaHHbix RuBackup,
1 naponb.

Enter hostname or IP address of PostgreSQL server [ localhost ]:
primary-server

Enter name of RuBackup superuser [ rubackup I:

4. Yxaxute nms cynepnono3dosarenss RuBackup:

Enter name of RuBackup superuser [ rubackup ]:
rubackup

Please enter password for "rubackup" database user:

5. Beegute naponb ans cynepronb3osatens RuBackup:

Please enter password for "rubackup" database user:
Enter RuBackup database name [ rubackup ]:

6. Beeaunte nms 6a3bl OaHHbIX:

Enter RuBackup database name [ rubackup ]:
RuBackup client configuration: client-server mode

Hostname of primary server: primary-server

7. YkaxuTe, XOTTe N Bbl CO3aTb PEe3ePBHbIi cepBep:

Will you use secondary server (y/n)?y
Hostname of secondary server: test

Choose client net interface ID for use:

8. Bblbepute ceTeBoOii UHTEpdpeiic, nocpeacTBoM KoToporo knmeHTy RuBackup
paspeLLeHo B3anMoaenCcTBOBaTh C CUCTEMON PE3EPBHOMO KONMUPOBAHMUS:

Possible interfaces for RuBackup client communication:
lo [0]
enpsl8 [1]

Choose client net interface ID for use: 1

Selected interface: enpls0

Do you allow centralized recovery (y/n)?
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9. Ykaxute, MoxHO nu Oynet aamuHucTpatopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KOMuu, caenaHHble 4715 OaHHOro KNneHTa

Do you allow centralized recovery (y/n)?y
Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?

10. Ykaxute, 6yneTt M MCnonb3oBaTbCA HEMPeEpPbIBHAS yaaneHHas penankaums Ha
9TOM KJ/IMEHTE:

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y
Enter local backup directory path [/tmp] :/rubackup-tmp

Create RuBackup master key...

11. YkaxwuTe, XoTuTe N1 Bbl CO3AaTb KNOYM 3NEKTPOHHO-LMAPPOBOI NOAMNNCU:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

Mo oKOoH4YaHWM pabotbl rb_init 3anycTute KAWEHTCKUA U CEepPBEPHbIi
CEepBUCbl PEe3epBHOr0 KonuvpoBaHus. Cnemynte WHCTPYKUMWM 13 pasgena
«HacTpoika nonb3osartenen Ha cepsepe RuBackup».

Mo 3aBepLueHnm HaCTPOVIKM Menuacepsepa HeobXxoauMo:

1. ABTOpM30BaTb MegmacepBep NpPU MEpBOM 3arycke B CUCTEME PE3ePBHOIO
KOMMPOBaHWS Kak Meauacepsep.

BHumaHue! Mocne 3anycka mepmacepBepa Heob6xomumo cobnioctu
nopsigok astopusaummu! CHayana HYXXHO aBTOpu3oBaTb B CUCTEME K/TUEHTa
M TONbKO NOTOM Meauacepsep. B npotuBHom cnyyae 6ynet pobasneHo Asa
K/INEHTa, 4TO NpuBeaeT K owmnbkam.

2. [NepesarpyanTb Meanacepsep:

$ sudo systemctl restart rubackup_server

3. MeamacepBepy Hy>XHO HasHa4UTb X0Ta Bbl 04MH Nyn TMna «darinosas cuctema»
LN XPaHEeHNS PE3EPBHbIX KOMWIA U KaTanor Ois XpaHEHUs PE3ePBHbIX KOMUIA.

STV 3a4a4M MOXHO BbINOMHUTL B OKOHHOM MeHenxepe AOMuHMCTpaTopa
RBM (cm. «PykoBoacteo agmuHuctpartopa RuBackup»).
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YnaneHune knneHta RuBackup

Yro6bl yoanutb knmeHT RuBackup BbinonHWTe cneaytowme eACTBUS:
1. OcTaHoeuTe cepeuc rubackup-client:

$ sudo systemctl disable rubackup_client
$ sudo systemctl daemon-reload
2. Ynanute knneHt RuBackup.

Linux deb naker:

$ sudo apt remove rubackup-client

Linux rpm naker:

$ sudo rpm -e rubackup-client

Ecnn Heobxoommo yaoanutb knveHT RuBackup n3 koHdpurypaumm CPK, ato
MOXEeT caenaTb CUCTEMHbI agmuHucTpatop RuBackup npu nomowm OKOHHOro
MeHenxepa AomuHucTtpaTtopa RBM.

Mocne ypanenns knmeHta RuBackup B OC Astra Linux SE 1.6 c
aKTVBUPOBAHHbIM PEXVMOM 3aLUMTHO NPOrpamMMHoON cpenbl, He06X0aMMO:

1. BbinonHWTL KoMaHAy:

$ sudo update-initramfs -u -k all
2. [Mepesarpy3nTb ONepaLnoHHYHO CUCTEMY:

$ init 6

YnaneHue cepBepa RuBackup

Yrobbl yonanutb cepeep RuBackup BbinonHute cneayolme 0encTeus:
1. OcTaHosuTe cepsuc rubackup-server:

$ sudo systemctl disable rubackup_server
$ sudo systemctl daemon-reload

2. Ecnu cepsuc 6bin 3anyleH He Yepel systemctl, a Bpy4Hyto, BbIMONHUTE
cnefyowyo KomaHay:
$ rubackup-server stop

3. Yoanute cepsep RuBackup.

Lng yonaneHns Linux deb naketa komaHaa:
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$ sudo apt remove rubackup-server
[ng yonaneHns Linux rpm nakeTta KomaHaa:

$ sudo rpm -e rubackup-server

Mpy HeobxoommocTn yoanute Megmacepsep RuBackup 13 koHturypaumm
CPK moxHo npu nomolum okoHHoro MeHenxepa AomuHuctpartopa RBM.

HeuHTepakTUBHbLIN peXum paboTbl

HenHTepakTuBHbIA pexnm paboTbl HE0OX0OMM OIS BbIMOHEHNS CLIEHAPVEB
MaccoBOro pasBepTblBaHMS, Hanpumep, npu wucnonb3osaHum Ansible —
NPOrpaMMHOro peweHns ansa yoaneHHoro ynpasneHns KOHgUrypaumsiMm cepBepoB.

AOMHUCTPATOP MMEET BO3MOXHOCTb KOHGpurypuposatb CPK RuBackup B
bash/shell omHOCTpO4YHOM KOMaHOOW W, Kak CneacTBUE, MCMONb30BaTb 3Ty
KOMaHZy B cKpunTax 4ns asromarnsauum npouecca.

Hactporika CPK RuBackup ocywecTtBnseTcs C NOMOLWbI WUHTEPAKTUBHOW
ytmnutbl rb_init (HeMHTepakTUBHbIN peXxumM). OnucaHne yTmnuTbl NPUBELEHO B
LOKYMEHTE «YTUANUTbI KOMaHOHOW CTPOKM».

59



@ 'RuBackup

O6HOoBNEeHue ¢ ucnonb3oBaHueMm

yTUNuThI rb_init

1. 3anyctuTte rb_init (0T nonb3oBaTens root)

root@rubackup-primary:~# rb_init

RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknioynTtenbHble npasa npuHagnexxat 000 "PYB3KAIM"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. MNpyMmnTe NUUEH3MOHHOE cornalleHne. [Ins aToro HaxXMuTe Knaeuuy y.

You MUST agree with the End User License Agreement (EULA)
before installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

Do you want to configure RuBackup server (p[rimary], s[econdary],
m[edia]) or RuBackup c[lient] (p/s/m/c/q)?

3. BolbepuTe cLeHapuii KoHGUrypaumm OCHOBHOro (primary) cepsepa. Ins atoro
HaXXMUTe Knasuwy p.

Do you want to configure RuBackup server (p[rimary], s[econdary],
m[edia]) or RuBackup c[lient] (p/s/m/c/q)?p

Primary RuBackup server configuration...
Config file: /opt/rubackup/etc/config.file exists. Create new (y/n/q)?

4. YTmnuta coobwmT, YTO KOHPUIypaLMOHHbIA doain yxe CywecTBYeT U NpennoXut
cospgarb HoBbIW. [1na co3paHuns BBecTn Y. [1pn 3TOM cTapblii KOHPUIypaLMOHHbIA
goann nepemmeHosbiBaeTcs B config.file.old.2022-Mar-15H13-11-53 n octaetcsa B
TOW Xe narike.

Config file: /Jopt/rubackup/etc/config.file exists. Create new (y/n/q)?
y
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Do you want to create RuBackup database (y/n)?

5. BeeouTe agpec cepeepa, Ha KOTOpPOM pacnonaraetcs 6asa naHHbix RuBackup,
1 Napon..

Enter hostname or IP address of PostgreSQL server [ localhost ]:
primary-server

Enter name of RuBackup superuser [ rubackup ]:

6. Ykaxute nms cynepnonodosarenss RuBackup:

Enter name of RuBackup superuser [ rubackup ]:
rubackup

Please enter password for "rubackup" database user:

7. Beegute naponb ans cynepnonb3dosarens Rubackup:

Please enter password for "rubackup" database user:
Enter RuBackup database name [ rubackup ]:

8. Beegute nms 6a3bl OaHHbIXC

Enter RuBackup database name [ rubackup ]:
database (u/d/k)?

9. Ynanutb 6a3y AaHHbIX nepen co3gaHnem Hoowi(d), 0OHOBUTb (U), Unn BoIATK ().
Lnsi obHoBNeHUst 6a3bl AaHHbIX BBEOMTE U.
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database (u/d/k)?u

Version of current RuBackup database: 2.0

Out of /opt/rubackup/bin/rb_update:

RuBackup update utility

Copyright 2018-2022: LLC "RUBACKUP"

The exclusive rights belong to LLC " RUBACKUP "

Author is Maxim Korytko

Version: 2.0 Build:2

[2023-02-27 13:55:37] Info:

There are 1 active database connections. Closing them...
Done

RuBackup client configuration: client-server mode
Hostname of primary server: primary-server

10. YkaxwuTe, XoT1Te N1 Bbl CO30aTb PE3EPBHbI cepBep:

Will you use secondary server (y/n)?y
Hostname of secondary server: test

Choose client net interface ID for use:

11. Boibepute ceTeBoil UHTepdeiic, NOCPEeaCTBOM KOToporo KnneHty RuBackup
pas3peLLeHo B3anMoaenCTBOBaTb C CUCTEMON PE3EPBHOMO KONMUPOBAHMWS:

Possible interfaces for RuBackup client communication:
lo [0]
enpsl8 [1]

Choose client net interface ID for use: 1

Selected interface: enpls0

Do you allow centralized recovery (y/n)?

12. Ykaxunte, MOXHO nu 6ypeT agmuHucTpatopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaThb KOMUu, caenaHHble Ais AaHHOro KneHTa:

Do you allow centralized recovery (y/n)?y

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?
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13. Ykaxute, bynet nm Mcnonb3oBaTbCA HEMPEPbIBHAS yAaNneHHas penankaums Ha
3TOM KJ/INEHTE:

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?y
Enter local backup directory path [/tmp] :/rubackup-tmp

Create RuBackup master key...

14. Ykaxute Xx0Tute M Bbl Nepeco3naBaTb KMOYM  SNEKTPOHHO-LMAPPOBON
noanmcu:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key
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NMpunoxeHue A

(cnpaBo4HoOE)

MepeyeHb cepBepHbIX NaKeToB Ans pasnnyHbix OC

Tun OC Cepsep Fpachuka
Ubuntu 18.04, 20.04 Mailutils Libgl1-mesa-dev

Libcurl4 Libxkbcommon-x11-0
Postgresq| Libfontconfig1
Postgresql-contrib

Debian 10 Mailutils
Libcurl4
Postgresql
Postgresql-contrib

CentOS 7 mailx libGLU
libcurl libxkbcommon-x11
epel-release libgtxdg.x86_64
yum-utils
postgresql12-server
postgresql12
postgresql12-contrib

CentOS 8 mailx xauth
libcurl

postgresql-server
postgresql-contrib

Astra Linux 1.7

BSD-Mailx

Libcurl4

Postgresql
Postgresql-contrib-11

libqt5sql5-psql

Astra Linux 1.6 Smolensk

BSD-Mailx

Libcurl3

Postgresq|
Postgresql-contrib-9.6

libqt5sql5-psql

Alt Linux 9

Mailutils

Libcurl

Postgresqgl12
Postgresql12-contrib

Alt Linux 9 Elbrus

Mailutils
Libcurl
Postgresqgl12

Postgresql12-contrib

RedOS 7.3

Mailx

qt5-gtbase-
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Libcurl
Postgresql-server
Postgresql-contrib

postgresaql

Oracle Linux

Mailx

Libcurl
Postgresql-server
Postgresql-contrib
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